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                                 Shaped by the past, creating the future  
 
 
 
Information Systems Strategy 
 
Aims 

To deliver a secure portfolio of integrated and resilient information systems which: 

• provide a platform for accurate and high quality management information 
reporting  

• underpin the University’s strategic goals in achieving excellence in  education 
and research  

•  enable efficient and effective delivery of the University’s administrative 
functions.  

 

Key themes 

1. Responding to Business Need 

Traditionally within the University there has been a need for departments to develop 
their own Information Systems (IS) as the functionality of the corporate applications 
has been driven by the needs of the professional services centrally and the 
information available from them in the form of reports has not met the business 
needs of departments and colleges. We therefore need to:  

• reduce duplication of systems and functionality ; 

• support effective and efficient working practices; 

• provide systems that meet departmental and college needs; 

• reduce the administrative overhead and carbon footprint for units running their 
own local systems;   

• focus resources upon ensuring that the corporate applications portfolio 
supports the needs of users across the University. 

There is a pressing requirement for regular, consistent and accurate information 
and/or management reports for Heads of Department, Heads of House, UEC, 
service owners and other managers so that they can carry out their work. Good 
information and reporting is needed at all levels of the organisation and not just by 
senior managers; it can empower staff across the University by giving them an 
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evidence base upon which they can make decisions and enable identification of 
improvements to working practice.  

Actions: 

• Develop corporate applications to meet business needs of departments and 
colleges and then remove duplicate local systems  

• Data Warehouse for core information reporting 

• Some specialist local functions will continue to be needed and supported 

• Support development of integrated self-serve services for students and staff 

• Define and scope the information strategy required to underpin delivery of 
world class research within the University. 

2. Data Management/Data Architecture 

The master data for the University is held within each of its corporate application 
systems, however there is a lack of clarity as to the guardians of the data, i.e. those 
who would normally control use of the data. The consequences of this are replication 
of content and function, data in multiple formats, and uncertainty over accuracy, 
security and legal compliance. There is no consensus on which source of data is 
correct, or which data set should be used for each management report. This 
undermines the level of confidence in making any decisions, at either a strategic or 
operational level, based upon the reports built upon this data.  

Actions: 

• A single data architectural framework will be defined which will map the 
master data stores within the University,  in this way there will be agreement 
upon the “single version” of the truth for any key data source and we will 
adopt the principles of storing the data once and using many times across the 
institution in a controlled governed manner.  

• Ownership and responsibilities for data must be defined, and owners need to 
be aware of the legal implications of use and storage of their data.1  

• University IT resources will be focused upon the support of the applications 
and data sets held within the approved data architecture framework. 

• All access to master data stores will be controlled and approved by 
designated master data store owners.   

1 Data owners carry the primary responsibility for defining corporate information requirements. It is 
proposed that data owners would be responsible for developing standards for the storage, retention 
and disposal of corporate information. They also work to help ensure information quality and 
availability.  Within Durham University the nearest existing role would be that of Process Owners. 
The role of persons within Computing and Information Services (CIS) is to act as data custodians, 
primarily responsible for providing the technology which ensures flow of data from and to approved 
sources but also having a role in assisting data owners to define information requirements. 



3 

• Current functionality of systems hosting master data sets will be reviewed and 
action taken as necessary to remove the need to use duplicate IS functionality 
elsewhere.  

• All management reports will be based upon Information Systems which reside 
within the data architecture framework 

• The data architecture will support the needs of the University to aggregate 
data across different stores to provision the Data Warehouse  

• In implementing new developments, we will look to exploiting the current 
application systems (whilst ensuring they are fit for purpose) before 
considering new applications as solutions. 

• All data must be stored, accessed, and protected in a manner that complies 
with the relevant regulation and legislation. We need to review current security 
around data, applications and access to ensure legal compliance of our 
systems.  

3. Sustainability of Support and Management 

Traditionally the University has favoured selecting individual optimal solutions (a 
‘best of breed’ approach) to the procurement of applications. Subsequently action is 
taken to integrate systems to improve levels of operational and administration 
efficiency.  It is proposed to retain this approach in favour of the alternative that the 
University move towards an integrated suite of systems (such as SAP). 

Many of our existing application systems are heavily customised and this is 
expensive and inefficient in technology and staff support terms – we have to do 
significant electronic and manual manipulation of data to meet current process 
needs, and we are over-reliant upon key individual staff who have sole detailed 
knowledge of Durham application developments, which puts the University at 
unnecessary risk when such key persons leave. Software upgrades and system 
developments are also more complicated, more expensive and higher risk than 
would be the case with less customisation. 

Actions: 

• We need to consolidate staff expertise and experience in order to offer 
sustainable support and ready access to external development capacity as 
required. 

• A standards based approach will be adopted for all future major application 
developments covering the following areas: hardware platforms, operating 
systems, underlying applications database, programming languages, 
development methodologies and associated release and source control 
management.  All corporate applications will use a common standard for 
database storage and design. Given the existing application suite it is logical 
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for this to be Oracle. All future major application developments will need to be 
compatible with this approach.  

• Use of IT resources will be focused upon the standards based approach.  

• We will review each application against ‘baseline’ and focus upon fitness for 
purpose, supportability and efficiency of business process. We aim to move 
closer to baseline functionality where possible. 

4. IS Selection Strategies including out-sourcing, out-hosting and the Cloud 

Changes within the technology markets are presenting new options in delivery of IT 
services which, if managed correctly could bring significant advantage to the 
University.   

Out-hosting and out-sourcing (of which the cloud is an example) can bring both 
advantages and disadvantages as a way of delivering IS. It may mean buying into an 
IS which is externally provided and it may be under the aegis of Software as a 
Service (SAAS). There is significant experience of such solutions in the current CIS 
team.  

Examples of when outsourcing is an option include where the solution is not a core 
competence/sits outside the skills base of the organisation, if it is not of strategic 
importance, if there is absolute clarity and certainty over what is required from the 
supplier, and if internally we are willing to adapt internal processes to those already 
provided by the outsourcer. However, we should also take a holistic view and 
manage the number and spread of such arrangements regularly as lack of good 
contract management significantly increases the risk of the contract failing to deliver 
what is wanted. It is essential that business cases review all options. 

Actions: 

• Develop guidance around the pros and cons of outhosting/outsourcing our 
Information Systems; 

• Develop criteria for assessing outhosting/outsourcing including verifying the 
ability of any cloud based solution to fit to the University’s data architecture 
framework.  

• Require a business case justification and approval in each case. 

• Verify the ability of any cloud solution fit to the University’s data architecture 
framework  

• Develop a consistent and coherent approach to the contract management of 
outhosted/outsourced IS solutions.  

5. Co-ordinated Planning 

Currently Departments, Colleges, and Professional Support Services plan their own 
IS, and this approach is uncoordinated, leading to ad-hoc IS development which 
adds to the risk of duplication, inefficiencies and reduced VFM.  Several 
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improvements have taken place recently, with ITSG as the overall decision-making 
body on strategic matters and all IT-based projects now reported and implemented 
through the ITPB. With the insourcing of the MITRE applications and the new 
Academic IT Team Leads joining in the Faculty Planning processes, there is now an 
opportunity to co-ordinate our plans and improve delivery.  

Actions: 

• Focus resources on those developments which provide greatest business 
value  

• ITSG will oversee IS Strategy implementation 

• All systems developments need to be consistent with the IS Strategy 

• Academic IT Team Leaders (AITTLs) will engage with users across the 
University to gain an early understanding of developing business needs. This 
will facilitate a co-ordinated strategic approach to the development of IS 
solutions. 

• Develop a single planning process for all IS across the University. 

6. Continuous Improvement 

We need to stay abreast of developments in technology and in practice, and of the 
influence of internal and external stakeholders. There is increasing demand for 
access to IS from mobile devices, especially from students, and our supplier 
relationships are essential to the continued health of our IS.   

Actions: 

• Maintain stability and security of systems 

• Enhance the University’s relationship with key suppliers and external 
stakeholders 

• Horizon scanning to ensure planning and developments can keep pace with 
opportunities and needs 

• Recognising that we are in an environment where students rapidly adopt new 
technologies and will expect the University to keep pace with that rate of 
adoption and offer services which use the new technologies. 
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