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Using Two Factor Authentication  

 
Two factor authentication is a secure way of 
logging into certain University servers and 
services. The log on process does not reveal 
your normal password but instead substitutes 
a One-Time Code (OTC) and PIN. This 
combination of code and PIN provides a more 
secure alternative to your normal password  
Registering 
 
Two factor authentication is only used for specific 
services under limited conditions, usually when 
being accessed remotely. If you require access to 
such protected systems a request will need to be 
made to CIS via your manager, or the process 
owner.  
Your PIN  
 
When you are first registered as a two factor 
authentication user you will be allocated a four digit 
PIN which will be sent to you via email. It is 
important that you keep your PIN secure and do not 
reveal it to anyone.  
You can generate a new PIN at any time by using 
the two factor authentication self-service portal (see 
below).  
NOTE: currently, for security reasons, the portal can 
only be accessed from the internal University 
network and is not accessible from the internet.  
If you forget your PIN, or you need to change it 
while you do not have access to the University 
network, please contact the IT Service Desk.  
Self service portal 
 
You can use the self service portal to: 
 
 Change your PIN to a memorable number,
 Reset your PIN to a generated number,
 Provision (register) your Smartphone/tablet,
 Resynchronise your token. 
Two options, Security String Image and Security 
String Message, do not yet do anything useful and 
should not be used.  
To access it, type: 
https://swivel.dur.ac.uk/userportal into your web 
browser. 
 
When logging in to the self service portal, enter your 
CIS user name then click “Submit”. 

  

 
 
This will give you access to the user portal. This 
portal will allow you to manually Provision the 
mobile app, reset your PIN, change your PIN and 
manage your Tokens. 

  
Changing your PIN 
 
Changing your PIN can be done from the User 
Portal. Follow the instructions on screen to change 
your PIN using the Turing Image.  
Options for two-factor authentication 
 
There are three options available for generating 
your One-Time Code:  
 Token: you are provided with a small, physical 

token (or fob) that you will need to carry with 
you and keep safe

 Swivel App: an application that you download 
to your phone, laptop or tablet

 SMS (text message): the code is sent as a text 
message to the phone that you register for the 
service 

You choose the option which suits your needs best.  
These three options are summarised below. 
 
Token Based  
 
Below is the standard two factor token which is 
supplied on request via the IT Service Desk. This is 
a physical device that will generate a six digit 
number. This six digit number will form the first six 
characters of the OTC, the remaining four 
characters will be your PIN.  
 
 
 
 
 
 
 
 
 

To generate a new code, press the  
symbol. This will provide the next code for 
authentication.  
Caution: If the button is pressed too often without 
the code being used the server and token will 
become unsynchronised, resulting in authentication 
failure and account lockout. You can resynchronise 
your token using the self-service portal (see Your 
PIN, below)  
1. Enter your CIS username in the Username box 

and your full 10 digit code in the ‘Password’ 
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box where prompted as you log into the 
service.  

 
 
 
 
 
 
 
 

 
Username : (e.g.) abcd12 

 
Password : 6419662468 

 
The password consists of: 
 

641966(OTC from token) + 2468(PIN) 
 
Note: The Swivel system differs from previous 
methods used in that the One-Time Code is entered 
before the PIN. 
 
2. Click ‘Sign in’ 
 
Swivel App 
 
The app is downloaded to your mobile device 
(iphone/ipad, android tablet/phone, Windows 
phone). You can download it from iTunes, Google 
Play or Windows Marketplace (as appropriate) by 
searching for “AuthControl Mobile”.  
Once you have installed the app you will need to 
have the application provisioned. 
 
1.  To Provision the Swivel App, log into the self 

service portal – https://swivel.dur.ac.uk 
 
2.  Click on the “Mobile Provision” tab and enter your 

CIS user name. An email will be sent to you 

containing your Provisioning Link. 
 
3.  Click the link and the token will then be provisioned 
 

To automatically provision your device, click the 
following URL: 
http://smc.swivelsecure.com/smc/complete/41xxxxxx 
39/another/48xxxxx931 

 
Note: you need to do this within 10 minutes of 
the code being requested. If this is not done  
done within ten minutes you’ll need to generate 
a new Provision Code. 

 
Note: currently the portal can only be accessed 
from the internal University network and is not 
accessible from the internet. 
 
If you need to generate a Provision Code while you 
do not have access to the University network, call 
the IT Service Desk who will generate a code for 
you. This service is only available during normal 
operating hours. 
 
Use your PIN to access the Swivel App on your 
chosen device. To display a new OTC, tap the 
Authenticate button and enter your PIN when 
requested. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Your security key (OTC) will be shown on screen, 
enter it, exactly as shown, in the ‘Password’ box.   
The number of keys remaining on your device are 
displayed. You are initially provided with 99 keys to 
ensure you can connect even if you do not have a 
network connection to your phone. These can be 
updated at any time using the “Update Keys” button 
which will refresh the list. 
 
SMS 
 
The SMS approach involves a text message 
containing the OTC being sent to a registered 
mobile phone. Using this method requires you to 
register your mobile phone number when you 
register for using two factor authentication. 
 
The SMS mechanism works in the same way as 

the Self Service Portal.  
The text you receive will  
show two lines of 
numbers – match your 
PIN with the top line and 
the aligned numbers in  
the bottom row will be 
your OTC. 

 
Enter this 4 digit code as 
your ‘Password’. 

 
 
 
 
 
 
 
 
 
 

 
This concludes the Using Two Factor 
Authentication guide. Should you have any issues 
or queries, please contact the IT Service Desk: 
itservicedesk@durham.ac.uk 
 

 
 
 
 
InfoSheet 225: 03/05/2017 
 


	Slide 1
	Slide 2

