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Using the CIS web content 
management system 
The Content Management System (CMS) is a web-based interface to allow the 
editing of websites and databases. Pages and content can be created, and 
resources (such as PDF files) can be stored either publicly or with 
customisable access restrictions. A range of special content types, including 
news items, events listings, FAQs, staff lists, image galleries and online forms 
can be added to sites to make content maintenance easier. Different users of 
the system have different permissions to edit pages and content, to the extent 
chosen by the site administrator. This document is intended to be an 
introduction to the basic features of the CMS. Site Administrators will also 
find Guide 184 (Site administration in the CIS web content management 
system) useful 

 

New versions of the Content Management System are regularly released after 
an announcement to all CMS users, bringing additional features and 
enhancements to existing features, and this guide will be updated at the same 
time. You can always download the latest version of this guide from the CIS 

website at http://www.dur.ac.uk/cis/services/web/cms/guides/ 

 

Requests for help using the CMS, bug reports, and ideas for new features or 

enhancements should be sent to cms@durham.ac.uk 
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Conventions: 

In this document, the following conventions are used: 
 A typewriter font is used for what you see on the screen. 

 A bold typewriter font is used to represent the actual characters you type at the 
keyboard. 

 A slanted typewriter font is used for items such as filenames which you should 
replace with particular instances. 

 A bold font is used to indicate named keys on the keyboard, for example, Esc and Enter, 
represent the keys marked Esc and Enter, respectively. 

 A bold font is also used where a technical term or command name is used in the text. 

 Where two keys are separated by a forward slash (as in Ctrl/B, for example), press and 
hold down the first key (Ctrl), tap the second (B), and then release the first key. 
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1. About the Content Management System 

1.1. Roles 

You can be given different levels of permission within the CMS. If you are 
given a permission on a page, you will probably also have the same 
permission on any descendant pages, however this may not always be the 
case. You can be given different permissions for different pages. 

No permissions: 

With no permissions, you are able to view pages but not alter their content. 
This is the default setting, but you can also explicitly have more general 
permissions removed for a sub-section of a site. 

Content maintainer: 

As a content maintainer, you can edit and create content, but you cannot 
approve it. Therefore you cannot make it appear on the live website. 

Content approver: 

As a content approver, you can do anything a content maintainer can, but can 
also approve content for publication on the live website. You can also edit 
some content which is not available to Content Maintainers. 

Page administrator: 

As a page administrator, you can do anything that a content approver can 
do, but you can also make new pages, and move or remove existing pages. 

Site administrator: 

As a site administrator, you can do anything that a page administrator can, 
as well as being able to modify site-wide properties and use various 
advanced types of content. 

Site contact: 

Site contacts have the same editing permissions as site administrators, but 
notices about the site will be directed to the site contacts. If there are no 
site contacts for a particular site, the notices will be sent more generally, so 
every site should have at least one site contact. 

1.2. Getting started 

To access the CMS: 

1 Go to http://cms.dur.ac.uk/ in your web browser.  

2 In the authorisation box, enter your CIS username and password to 

login. Once you have logged in you will be able to use the CMS. 

Exactly what you will be able to do depends on the roles you have been 
granted. This document starts by explaining the actions all users are able to 
take. 

There are two types of page in the CMS: 

http://cms.dur.ac.uk/
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Control Pages: 

These generally have a grey bar across the top, and are used to alter 
content and pages stored in the CMS. 

 

Content Pages: 

These look similar to the live website and contain the site content and 
navigation and are used to select parts of the content and navigation for 
editing. 
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On all content pages is a set of links called the 'mode bar' at the top of the 
page. In most browsers these will be white on a red background. This 
allows you to switch between the various modes available. 

 

The mode bar also tells you the publishing status of the page (if any 

changes have been made since it was last published), and your own 

permissions on the page. 

If you do not have permission on the page, there will be a link to the 

permissions request form 

The page also displays its access restrictions under “Page security”, and a 

link to a “Quality Report”. The Quality Report is described further in Section 

6 of this guide. 

The mode links in the first line are as follows: 

1.2.1. Site editing mode 

This mode lets you (assuming you have the necessary permissions) edit 
the content and pages stored in the CMS. Additional 'control links' (usually 
green) in square brackets will appear, the exact number depending on what 
is already on the page and what permissions you have, as well as the type 
of content being edited. These links will take you to an appropriate control 
page. 

 

1.2.2. Final preview mode 

This mode looks (apart from the mode bar) exactly like the final version of 
the site. You can use this to check that your changes are what you want 
more carefully than you might in edit mode. It is also the default mode of 
the CMS, and if you have no permissions over a particular page, site 
editing mode will look almost exactly the same. 

1.2.3. Amended preview mode 

If content has been modified, but the changes have not yet been approved, 
this mode will show a preview of how the page would look if the changes 
were approved. In contrast final preview shows how the page looks with 
only the previously approved changes. 

1.2.4. My Pages 

My Pages provides a method of moving quickly to key (for you) parts of the 
CMS. It contains links to the parts of the site that you have editing 
permissions for, and (if you have content approval permissions) will list any 
unapproved content in those sections. You are also able to upload images 
and resources for later use from this page. 
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Also in this section is a link to list pages with no current content on them. 
This may be useful when developing a new site, and also if you make use 
of the scheduled publication features (see section 2.4.1) 

 

If the page has been hidden, or if it contains content that is not currently 
scheduled for publication, this will also be noted here. 

There is a link to “content needing review” which will list all content within 
the site that has passed its review date. You will receive an email each 
week for sites or sub-sites you maintain that have content that needs 
reviewing. If you have delegated responsibility for maintaining pages, then 
you should remind the person responsible for the content to review it. 

 

The link will take you to the page, and the Content ID number can be used 
to identify the content if there are multiple content items on the page (see 
Section 2.3.4 for information on finding Content ID numbers, and Section 
2.4 for information on managing review dates). 

Finally, there is a link to a “Site map”, which gives you a view of the 
hierarchy of the site, and the people who have permissions on each page. 
This is probably most useful for Site administrators, but others may find it 
useful to see who may edit a particular page. 
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1.2.5. Editors’ Sitemap 

This is a quick link to the ‘Site map’ described above, centred on the 
current page. You can find out who can edit pages, when content on pages 
needs reviewing, an overview of the site structure, and other information 
from this page. 

If you need to get editing permissions for a page, go to 
https://cms.dur.ac.uk/CMSADMIN/authorisation/ to request permissions. 

1.2.6. Live page 

This link goes to the page on the live website, or the URL at which the page 
will be if it is not yet live. 

1.3. The CMS test area 

A test installation of the CMS is available at http://cms-test.dur.ac.uk/. 
This installation contains a copy of the CMS taken every two months (at the 
end of odd-numbered months), and you can test changes to content, 
practice editing, and make major changes without affecting your live sites. 
No changes made here can affect the live site, and they will all be 
overwritten at the end of the two months when the content is refreshed. 
Please use this to test anything you are unsure of. 

If you request a change to CMS functionality, it will be made available for 
testing in the CMS test area before it is released to the live site. Upgrades 
to CMS functionality take place every two months, and can be publicly 
tested at least two weeks before release in the CMS test area. You will 
receive emails telling you when these upgrades will take place, including a 
summary of their contents, and should check your site in the CMS test area 
to make sure that it will continue to work after the upgrade. 

https://cms.dur.ac.uk/CMSADMIN/authorisation/
http://cms-test.dur.ac.uk/
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1.4. The CMS Editor 

There are several different sorts of content in the CMS, and one of the main 
ones is text. The HTML code for this text is generated by a graphical editing 
program, which requires Mozilla 1.3+ (or a browser based on the Mozilla 
engine, such as Firefox 1.0+ or Netscape 7.1+), or Internet Explorer 5+ for 
Windows (it will not work on Internet Explorer for the Mac), with javascript 
enabled. If your browser does not meet these requirements, you will still be 
able to use the CMS, but may have to enter the HTML code directly into an 
ordinary text box. Use of this application is covered in Section 2.10. 

 

2. Content 
Each page may have one or more content items. These items are 
displayed in an order chosen by the writer, and can be edited by anyone 
with permission to edit that page. Depending on the template used for the 
page, there may be multiple areas of the page into which content items 
may be added, and not all content types will be available in all areas of the 
page, or behave in the same way. 

2.1. Content types 

Every content item has a type (such as ‘General text content’, see below for 
examples), which is set when the item is created. Once the type is set it 
cannot be modified (it would rarely make sense to change it anyway). 
Some types are only available on some sites and/or to some users. 

2.1.1. General text content 

General text content is the most usual type of content. It uses the CMS 
editor (see section 1.4) to create HTML code including links, bulleted or 
numbered lists, tables, and headings. 

This content type should be used if there is no more suitable content type 
available. 

The “Text content (highlighted)” content type allows you to add text in the 
same way as “Text content” but on a highlighted background. You should 
use this for small pieces of text that need highlighting, not for large 
paragraphs. 
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2.1.2. Linked content 

To reduce duplication of effort, the CMS allows you to link in a piece of 
content from elsewhere. This linked content will then always change to 
match the original. 

2.1.3. External data content types 

Many content types allow the display of data from other sources on pages 
in the CMS. Some of these content types are available anywhere, others 
may only be available on specific sites.  

2.1.4. Other content types 

Other content types may be available depending on your permissions and 
which site you are editing. Two other content types that are always 
available are “Quotation” and “Highlighted Link”. 

2.2. Adding a new item of content 

To add a new item of content: 

1 Go to a page that you have editing permissions for (any permissions 

will do) by following links or typing in the URL, 

2 Switch to site editing mode if you aren't already in it. 

3 At the bottom of the content area will be a (green) control link [add 

content item]. Using this link will take you to a control page where 

you can select the type of the new item. 

4 Use the radio button by the type of item you want, and then use the 

‘Use this content type’ button to create it. 

5 After this you will be taken to the appropriate control page to edit 

that type of content (see the next section). 

Depending on the template in use on the site, there may be more than one 
content area available, and different content areas may have different 
content types available to use. 
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Content types are categorised. Content types that you do not have 
sufficient permission to add will be displayed in grey without a radio button 
to select them – you will need to ask an editor with higher permissions if 
those are needed. 

2.3. Editing content 

Use the [edit content] control link just below that piece of content to edit the 
content. The control page this takes you to will vary depending on the type 
of content you are editing. Some content types may require a high level of 
permission to edit – you will get a “Sorry, you do not have sufficient 
permissions to edit this content item.” message if you are unable to edit that 
content type. 

2.3.1. General text content 

General text content – including highlighted text content - can be edited in 
two ways. You can either use the 'Rich Text Editor' (RTE) program, as part 
of the CMS, or you can edit the HTML source directly. If you do not have 
Javascript enabled in your browser, or you are using a very old browser, 
then only the latter way will be available. If practical, we recommend you 
use a browser capable of running the RTE program. 

If you have at least ‘content approver’ permissions on the page this content 
is on, you get a choice between 'changes approved immediately' or 
‘changes to be approved later’. If you only have 'content maintainer' 
permissions then only 'changes to be approved later' is available. 

Section 4.3 gives some possible reasons why you might want to not make 
a change immediately. 

For information about using the Rich Text Editor, see Section 2.10. 

To edit content: 

1 Make the changes to the content using the Rich Text Editor (or by 

editing the HTML code if the Rich Text Editor is not available for 

your browser) 
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2 If you have content approval permissions, select ‘changes approved 

immediately’ or ‘changes to be approved later’ as appropriate (see 

above and Section 2.9 for the effects) 

3 Use the ‘Alter Content’ button to proceed to meta data editing (see 

Section 2.4). 

2.3.2. Quotations 

The Quotation content type adds a quotation to a page, including a citation 
and optionally decorative quotation marks. There are three parts to the 
quotation editor form. 

 

1 Enter the text of the quotation into the large text box. You can add 

basic formatting to this text by following the instructions in the right 

column. 

2 Enter the source of the quotation into the citation box. 

3 If you want decorative quotation marks, check the box. 

4 If you want an image to be included in the quotation, enter the URL 

of the image and a suitable text equivalent into the boxes provided. 

 

Do not use the quotation content type just to get a highlighted background 
to make something stand out – use the “Text content (highlighted)” content 
type for that. 

2.3.3. Highlighted links 

Highlighted links put a decorative text link on a page, with optional graphics 
appropriate to your site’s colour palette. 
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1 Enter the link text and link URL in the appropriate boxes. 

2 If only some words from the link text should be a link, enclose those 

words in asterisks. If you do not do this, the entire text will be a link. 

3 If you want decorative arrows before or after the link, check the 

appropriate boxes. 

 

2.3.4. Linked content 

To avoid duplication of effort, you can link to content which exists 
elsewhere in the CMS. When you do this, the content will be displayed on 
your page as it appears in the original, and will change whenever the 
original content you have linked to changes. You cannot edit the original 
content, though you can change the link to point to a different content item. 

To do this: 

1 Find the unique ‘content item id’ number belonging to the content 

you want to link to. 

You will notice text reading ‘Content item id is XXXXX’ below the 

item in question, where XXXXX is the unique ‘content item id’. 

If your browser supports cookies (most do) then use the [store id] 

control link to the right of the id number to save it for later. 

 

If you can edit the content item, this will appear below the other 

content editing links. Otherwise it will appear on its own below the 

content item. 

2 Once you have found the id number, create a content item of 

‘Display content from elsewhere in the CMS’ type (see Section 2.2 

for creating content) 

3 Type the content item id into the box provided. If you used the [store 

id] control link as recommended above, then it will be filled in 

automatically. 
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4 You can choose whether you would like the images and resources 

associated with the content to be linked as well. 

5 Use the ‘Alter Link’ button to create the link, placing a copy of the 

content on your page. This will take you to the meta data control 

page as described in Section 2.4. 

Find out what links to your content 

It is possible to find out who is linking to your content.  

 

In the picture above, there are no links to 3706, but there is a link to 3760. 
Using the ‘1 link’ link will show where the link is 

 

In this case, the link is at http://cms.dur.ac.uk/sandbox/ 

What if the content I’m linking to changes? 

If the content that you are linking to is changed by its editor, you will receive 
an email message asking you to review that content. You will also receive 
this message if the original content item is deleted. You will not be informed 
if the images and resources associated with the original change, even if 
you are including those in your linking content. 

Deletion of the content item does not cause the link to fail, but does mean 
that no further changes to the content are possible. 

Copying linked content 

If the original is deleted, or changed, or doesn’t quite say what you want, 
then it is possible to take a copy of the original content, rather than making 
a link to it. You need sufficient permissions on the page that contains your 
link so that you could create the content item you are about to create by 
copying. 

For example, if you have linked to a news display, this only requires 
Content Approver permissions. To take a copy of it, and so create a new 
News Display item, needs Site Administrator permissions, however. 

To copy content, use ‘Edit Content’ on the link. 

https://www.dur.ac.uk:8443/sandbox/
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The copying form will appear if the link is not a new link. Note that the ID of 
the content item to be copied is on the button – changing the ID of the link 
in the form above does not change this. Since creating a copy is 
irreversible, you must also tick the ‘Confirm copying’ checkbox. 

2.3.5. Advanced content types 

For more detailed information on advanced content types, see Guide 184. 
Most of these content types require Site Administrator permissions, but 
some are available to other content editors as well. A summary using one 
of these types as an example is below. 

Editing these content types is often in two parts. The ‘News Items Display’ 
content type will be used as an example. Other content types of this sort 
are edited in a similar fashion. 

Firstly, there are the display options for the content type. You can set these 
in the normal way when you create the content item or by using ‘Edit 
content’ later. 

 

This gives a series of options (some content types have no display options, 
and there will just be a ‘Continue’ button here) with explanations of their 
use. In the News Items Display, you can select the category of news items 
to display, the number of news items to display, whether to give priority to 
important news items or just to display the most recent ones, and change 
various other settings. Change the options to the values appropriate to the 
content you wish to display, and use the button to confirm these settings. 

The second part of editing these content types is editing the data that the 
content is based on. If you have permission to do this (depending on the 
data, this may be entirely unrelated to any permissions you have within the 
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CMS), a control link saying “Add to, edit or remove X” (where X depends on 
what the content type is, in this case it is ‘news items’) will appear. 

 

Using this link will take you to an editing page. The first step here is to 
select a record (in this case a news item) to edit. 

 

Select a record to edit from the drop-down list (a short summary of each 
item will be displayed, in this case the title and start date for each news 
item). News items are listed by date or by subject. Alternatively select ‘New 
entry’ to create a new record. Use the continue button to move to record 
editing. 

This will take you to the record editing page. 

 

You can edit information relevant to the content item here. Where the 
purpose or needed content of a field is not obvious solely from the name, 
the comments column on the right of the table will give further information. 
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To save the changes to the record use the ‘Alter Record’ button (the 
‘Create Record’ button for new records). You can also delete existing 
records by using the ‘Delete Record’ button. For safety this button will not 
actually delete the record until the ‘Confirm’ checkbox next to it has been 
filled. 

 

You can then choose to edit another news item or to return to the page 
containing the content. You can also add related links or categories to the 
current news item. 

2.4. Content metadata 

After creating or editing content, you are able to alter the metadata 
associated with it. As well as automatically tracking who has edited the 
content it allows control of various options that are independent of the type 
of the content item.  If you are happy with the current settings and this is 
not a new piece of content, just use the ‘leave metadata unchanged and 
continue editing’ above the form. If you use this link for a new piece of 
content, the metadata will not be initialised properly, which may cause 
problems later. 

2.4.1. Publication times and review date 

The metadata can be used to control the publication of the content. You 
can specify the dates between which the content item is visible (they 
default to starting now, and ending ten years from now, which should be a 
useful default for most content). This lets you write content in advance of 
when it will be needed, and leave temporary messages to be deleted 
automatically at the right time. 
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Note that these dates will only take effect when the page is made live, so 
you should request that your site is placed in the automatic update process 
if it isn’t already (see Section 4.1 for more information). 

Content that is not to be published at the current time (either because it is 
too early or too late) will be displayed in Site Editing Mode only. It will have 
additional text to make clear that it is not currently scheduled for display. 

 

You are also able to set the content’s review date here. It defaults to one 
year from today, but can be set between today and two years from today. 
You can also set a reviewer (which for new content will be initially set to 
you) 

On the review date, the reviewer will receive an email asking them to check 
the content and make necessary changes (if any). After making the 
changes, they should set a new review date. If there is no reviewer set, or 
the specified reviewer can no longer edit that content, the review message 
will go to everyone who is able to edit that content. 

Review messages are sent each Monday. You will only receive a review 
message if you have at least one piece of content that needs reviewing 
(remember that if other people are also able to edit the content, you may 
find that they have already reviewed it and so the link will claim that there is 
no content needing review) 

Content that needs reviewing can also be identified easily within the CMS 
because it will have a ‘Review needed’ notice below it when you are in Site 
Editing Mode. 

 

Review policies 

Content is normally reviewed under the policy “send a review message if 
the review date passes”. Several other policies are available and can be 
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selected on this page. Please only select a different policy if it is 
appropriate: 

 You can opt to send a review message every week, for content 
items that will need continuous review over a period of time. 

 You can opt not to send a review message at all, for example for 
content that is drawn from another page and will be reviewed 
there. You can select from a short list of common reasons for 
doing this, or enter your reason in the notes field. 

Pages with many content items 

You may find that when you have many content items on the page, the 
review date is really for the page as a whole, rather than for the individual 
content items. This is especially true if you are separating out your content 
into small pieces for easy linking and copying (see Section 2.3.4). For 
convenience, you can set a review date for an entire page using the “set 
new review date for page” link at the bottom of the page. 

 

This provides a form which will update all review dates (and make you the 
reviewer) for all content on a page. You should use the earliest date at 
which any content on the page will need reviewing. 

 

2.4.2. Display of resources 

If you are associating resources with this content item, you should check 
the ‘Show Resource Footer’ checkbox to show them (see Section 2.8 for 
more information on resources). 

You can also change the title of the resource footer so that it better 
describes the resources within it, choose whether to display the dates the 
resources were last modified, and change the header level of the resource 
footer. 



Guide 180 : Using the CIS web content management system 17 

 

Showing the Resource Footer on a content item that has no resources 
associated with it has no effect. 

2.4.3. Notes 

You can add short notes about the content. These notes will only be visible 
to other content editors, and are to help you remember important 
information about the content (for example, why a particular review date 
was chosen). 

2.5. Changing the order of content items on a page 

By default, new content items will be added to the bottom of the page. Each 
content item has four (green) control links below it which allow it to be 
moved up or down, or to the top or bottom of the page. After using any of 
these control links, you will be taken to an acknowledgement page — use 
the ‘Return to name of page’ link to go back to editing that page. 

Moving an item to the top 

Use the [move content to start] control link to move the content item to the 
top of the content area. 

Moving an item up 

Use the [move content up] control link to move the content item up by one 
(effectively, to swap it with the item above it) 

Moving an item down 

Use the [move content down] control link to move the content item down by 
one (effectively, to swap it with the item below it) 

Moving an item to the bottom 

Use the [move content to end] control link to move the content item to the 
bottom of the content area. 

2.6. Removing a content item 

1 Each content item has a [remove content] control link below it. Use 

this link. 
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2 This will take you to a page where you will be asked to confirm the 

content removal. If the content is normal text content, it will be 

shown on this page for you to view before removing it.  

3 If you confirm by using the ‘remove content’ button, the content will 

be permanently removed from the page. 

If you do not want to remove the content, use your back button at 

this point. 

 

If the content to be deleted is linked to by other content (see Section 

2.3.4) then you will be told how many links there are at this stage. 

Deleting content that is linked to without warning the other people 

who are using it may cause problems (they will continue to get the 

content as it was when you deleted it). 

2.7. Attaching an image to a content item 

Every content item can optionally have an image associated with it. 

2.7.1. Selecting the image 

1 Use the [add image to content] control link to go to the image 

selector control page.  
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2 You will be able to move up and down through the category 

directories. While the category directories will sometimes have 

similar names to the URLs of your site (so if your site is 

my.department you will start off in a my.department directory), this is 

not compulsory, nor even necessarily sensible. 

It is quite possible that an image you need is in a different category 

directory, and if so, simply move to that directory and select it. 

To move up one or more categories (for example from 

/images/colleges/collingwood to /images/colleges) use the links in 

the ‘current category’ line. 

To move into a subcategory (for example from /images/colleges to 

/images/colleges/collingwood) use the category name link (in this 

case ‘collingwood’) in the list below the ‘Sub-categories’ heading. 

3 If you cannot find the image you want, you will be able to upload a 

new image – see section 5 for more information on this. 

4 Once you have found the right image (or uploaded it as described in 

Section 5), use the ‘Use this image’ button next to that image to tie it 

to your content. This will take you to the options page for the image, 

as described in the next section. 

2.7.2. Configuring and positioning the image 

You will get the chance to enter four parameters. 

 

1 The first parameter is an optional caption for the image. 

2 The second is the alternative text. Hints for good alternative text are given 

in Guide 168, or at 

http://www.dur.ac.uk/cis/services/web/accessibility/guidelines/priority1/nontext/ 

http://www.dur.ac.uk/its/services/web/accessibility/guidelines/priority1/nontext/
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3 The third parameter is an optional URL. This makes the image into a 

link to that location. In this case, the considerations for appropriate 

alternative text may be different. 

4 Finally, you can choose the position of the image relative to the 

content. There are five choices: 

 Above: Above the content item 

 Above, centred: Above the content item, and centred 

 Below: Below the content item 

 Left: Floating to the left of the content item. If the content item 
is larger than the image, then the content item will wrap 
underneath the image. 

 Right: Floating to the right of the content item. 

Once you have made your choices for the three parameters, use the ‘Use 
this image’ button to continue. You will get a message confirming that the 
image has been assigned, and be able to return to the page with the 
content item. 

Do not use ‘Left’ or ‘Right’ on quotation content items – use the content 
item’s own image facility for this. This is necessary due to bugs in Internet 
Explorer. 

2.7.3. Editing an image 

On content items with images assigned, two new control links will appear: 
[edit image] and [remove image from content]. The [edit image] link will take 
you to a control page where you can modify the image’s position and 
alternative text. 

2.7.4. Removing an image 

Simply use the [remove image from content] control link. It will remove the 
image. If you make a mistake, you will be able to re-add the image by 
following the steps in Sections 2.7.1 and 2.7.2. 

2.8. Attach a resource to a piece of content 

Resources are separate files, such as PDF or Word documents, that can 
be associated with a content item. 

If the resources for a content item are not being displayed except in Site 
Editing Mode, make sure the Resource Footer display is enabled as 
described in Section 2.4.2. 
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2.8.1. Selecting resources 

 

 

Use the Resources link on a content item to move into the resource editing 
system. Like the image library, the resource library is categorised. To 
attach a resource: 

1 Find the correct category. The current category is displayed at the 

top of the page. 

To move up to the parent category use the ‘Parent Category’ link. 

To move down to a sub-category use the appropriate sub-

category link. 

2 Once in the right category, find the appropriate resource and change 

the radio button to either attach it to the content or remove it from 

the content. You can change multiple resources at once if 

necessary. Once all resources in the category are set correctly, use 

the “Update resources used in this content” button to save the 

settings. 

3 At any time, use the ‘Return to editing the page’ link to go back to 

the page, or the ‘My Pages’ link to go to the ‘My Pages’ screen. 

4 If you can’t find the resource you’re looking for, you can upload a 

new one – see Section 5 for more information on uploading 

resources. 

There is no limit to the number of resources that can be attached to a 
content item. Resources will normally be displayed in a list sorted 
alphabetically by description. 

Common types of resource will have an icon next to them indicating the file 
type. If a file type you use does not yet have an icon, then please contact 
cms@durham.ac.uk to request it. 

2.8.2. Managing selected resources 

At the top of the “Edit resources page” is a link for “currently attached 
resources”. Following this link will allow you to remove selected resources 
from the content item without having to find them again in the resource 

mailto:cms@durham.ac.uk
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hierarchy, and will also let you change the order the resources are 
displayed in. 

 

Resources are normally displayed in alphabetical order, but you can 
change this order if you need to. Resources will be displayed in ascending 
numerical order (and alphabetically if the number is equal). 

To remove a resource from the content item, just use the appropriate 
‘Unattach’ link. 

2.8.3. Security 

While pages in the CMS can be given sophisticated access restrictions 
(see section 3.6), resources can only be either: 

 Accessible to all people, including the general public 

 Accessible to University users only (if the resource category is local) 

 Accessible to University staff only (if the resource category is 
staffonly) 

Files that are more sensitive than this should not be stored in the resources 
system. Remember that while a page may have access restrictions applied 
to it, these restrictions do not apply to any resources or images linked from 
that page. 

2.9. Approving publication of content 

If you have ‘content approver’ permission on a page, then if a content 
maintainer submits content (or you choose to submit content as ‘changes to 
be approved later’) then in Site Editing mode you will see the unapproved 
content on the page, together with the previously approved content (if any). 

 

The previously approved content appears first, followed by the suggested 
changes.  There is then a drop-down menu allowing you to make a decision 
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on the content, and information on who made the changes and when. The 
normal control links are also available. 

The options on the drop-down menu are: 

 Leave unaltered: Makes no decision on whether to approve the 
suggested changes or not. 

 Approve content: Approves the suggested content, making it the 
only content there. 

 Reject content: Rejects the suggested content, leaving the 
previously approved content as the only content there. 

Whichever option you select, you may then optionally send a comment to 
the writer of the suggested content explaining the reasons for your 
decision. This is the main use of ‘leave unaltered’, as you are able to ask 
for minor changes to the new version without rejecting it and forcing the 
content maintainer to write it again from scratch. 

If a page has unapproved content, then Amended Preview mode will show 
the page as if all unapproved content was approved, and Final Preview 
mode will show the page as if all unapproved content was rejected. Content 
waiting for approval will not appear on the live website until and unless it is 
approved. 

If a site has unapproved content, then links to it will be available on the My 
Pages page. 

2.10. Using the HTML editor for text content 

The CMS uses a HTML editor called “tinyMCE” to allow graphical editing of 
CMS content. To use this editor, you need a browser that supports 
Javascript – it works well in all modern graphical browsers, but may not 
work well in older browsers. This editor is also used in several other places 
within the CMS to edit content. 

If you do not have Javascript enabled, you will instead get a plain text box 
to enter HTML code directly. 
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The editor is divided into three sections – a bar with two rows of controls at 
the top, a large central area where the content is edited, and a small 
section at the bottom to help describe the current HTML structure. 

2.10.1. Text entry 

To enter text, simply type it into the main area of the editor. You can select 
basic styles for the text using the drop-down menu. 

 

You should use the heading styles in order to form a document outline – so 
use ‘Heading 2’ for major headings, ‘Heading 3’ for sub-headings of major 
headings, ‘Heading 4’ for sub-headings of those, and so on. ‘Paragraph’ 
should be used for body text (and will usually be selected automatically by 
the editor) 

2.10.2. Emphasising text 

You can emphasis text using the bold (strong emphasis) and italic 
(moderate emphasis) buttons. Highlight the text you wish to emphasise and 
press the button. 

  

The superscript and subscript buttons on the second line (x2 and x2 in the 
picture above) are used in a similar way. 

2.10.3. Adding lists 

You can add bulleted (unordered) or numbered (ordered) lists by using the 
list controls. Select the paragraphs to convert to a list and press the 
appropriate button. 

 

2.10.4. Creating links 

 



Guide 180 : Using the CIS web content management system 25 

To create a link (or edit an existing one), highlight the text you wish to make 
into a link, and use the link creation button (the left button of the three 
above). You can remove links using the middle button. When you click the 
left button, you will be able to enter the link settings. 

 

You can link to ‘anchors’ within pages by adding ‘#anchorname’ to the end 
of the Link URL. If you want to link to an anchor on the current page, use 
‘./#anchorname’ as the URL. Generally, to link to another page managed in 
the CMS, it is best to link by using only the directory part of the URL – for 
example, if the page is at http://www.dur.ac.uk/cis/services/web/, then 
enter ‘/its/services/web/’ as the link URL. Using this format means 

that the links will work in the CMS and on the live site, and will also 
continue to work if you move the page on which the link sits (or the content 
is included on another page – see Section 2.3.4) 

The link ‘title’ is information that may be optionally displayed by a web 
browser (often, but not always, as a ‘tooltip’ when someone hovers over a 
link). Often you should leave this blank. The title should only ever be used 
to provide supplemental information about the link – it is vital that the link 
text makes sense out of context: never use “click here” or “here” as link 
text, always use something descriptive – in the above example “Durham 
University” or “University Homepage” would be appropriate. 

The third button can be used to make anchors inside the content that may 
be referred to using #anchorname later – simply place the cursor at the 
point the anchor should be, and click the ‘insert anchor’ button (the 
rightmost of the three above). You will be asked for the anchor name (for 
simplicity, use letters only, not spaces, punctuation or numbers). 

 

2.10.5. Table editing 

 

To insert a table, use the insert table button (leftmost of the table editing 
controls). Specify the number of rows and columns the table should have 
(you can add more later if you need them). The top row of the table will be 
a “header” row, so you should ensure that you have at least two rows in the 
table. 

http://www.dur.ac.uk/its/services/web/
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This will activate the other table-editing controls when you are within the 
table. 

 

From left to right, they are: 

“Insert table”, “Row properties”, “Cell properties”, “Add row above”, “Add 
row below”, “Remove row”, “Add column left”, “Add column right”, “Remove 
column”, “Split previously joined cells”, “Join cells” 

The row properties and cell properties buttons will bring up options to 
change rows and cells. The main uses of this are: 

Row properties: changing a row from being in the table body to being in 
the table head or foot. 

Cell properties: marking a cell (or a row of cells) as being a header cell, 
and setting an appropriate ‘scope’. 

2.10.6. Adding text from other sources 

You can paste from another document simply by copying the text from that 
document to the clipboard, and clicking in the editing window and pressing 
‘Ctrl-V’ to paste the text into the editor. 

Previously direct copying from Microsoft Word caused problems with the 
resulting content. In recent versions of “tinyMCE” this has been fixed and 
you can safely paste directly from Word. 

2.10.7. Miscellaneous functions 

Undo and Redo 

  

These buttons (middle of the top row) let you undo and redo editing actions, 
in case you make a mistake. You can always use the “Cancel editing and 
return to the page” link above the editor to undo all changes. 

Code cleanup, help, and code editing 

 

These buttons, at the right of the top rows of editor controls, do the 
following actions: 

Left: run automatic code cleanup routines. This is usually unnecessary, 
though you might wish to use this immediately after pasting from Word (see 
above) 

Middle: get help – this launches the built-in application help. Note that we 
have made some changes to the application to customise it for use in the 
CMS, so screenshots in this help may not exactly match what you see in 
the editor. 
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Right: HTML source editing. This brings up a separate window to edit the 
HTML source directly. You can then save changes by using the ‘Update’ 
button. If you prefer to edit the HTML source directly at all times, you may 
be best disabling the editor by disabling Javascript in your browser (this will 
not affect any other part of the CMS functionality) 

Horizontal rule, clear formatting, and guideline visibility 

 

This set of buttons (far left of the second row) do the following: 

Left: adds a horizontal rule (separator) to the edited document 

Middle: removes any formatting from highlighted text 

Right: hides and displays guidelines. This is generally only important when 
editing tables. 

Special character insertion 

 

This button (left of centre on the second row) will insert a special character 
into the document. It only has a limited selection of special characters – if 
you need a character not available in this, you will have to copy-and-paste 
it in from Character Map (on Windows, use the Arial Unicode MS font) or 
gucharmap (on Linux). 

 

To insert the character, simply click on it. 

2.10.8. Quality control of code 

To ensure a reasonably standard visual brand to the University website, 
and to keep a consistently high level of code quality and accessibility, the 
editor will filter out certain bad coding practices, and give warnings for 
others. 

This is to ensure that the University’s web pages display properly in a wide 
range of web browsers. 

Because of these quality checks, you will not be able to carry out certain 
actions in the editor (for example, you will not be able to specify the width 
and height of table cells, or modify the spacing between paragraphs). 
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2.10.9. Advanced use 

This section contains tips for advanced displays that may be needed. Use 
caution in applying these techniques. 

Splitting a list into two columns. 

Where a list contains a large number of very small items, it may be useful 
to display it in two columns. To do this: 

1 Create a new content item and enter the list items into it. 

 

2 Use the ‘HTML’ button to go to source-editing mode. 

 

3 Add the text class="compact" to the top of the source as shown, 

and use the 'Update' button. 
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4 Use 'Alter content' to finish editing the content as normal, and 

complete the meta data form. 

 

3. Pages 
Each site is made up of a number of separate pages. 

Pages are divided into multiple sections. Depending on the template in use 
for your site, and the browser you are using, where they appear may vary. 

 Heading: This contains the page title and the site name. 

 Content Area: This contains the content items. In Site Editing 
Mode, the content items can be edited as described in section 2. 

 Navigation: This contains links to other pages. In Site Editing 
Mode, other pages can be created, moved, and removed, and 
page properties (such as the page title) can be edited. On the 
home page of a site, site-wide properties can also be edited by 
users with sufficient permissions. 

 Decoration: A place to put decorative or semi-decorative images. 
In Site Editing Mode, these images can be altered. 

 Footer: Not editable, this is a standard footer containing 
modification information for the page, and a link to a contact form. 

3.1. Adding a new page 

Adding a page requires at least ‘Page Administrator’ permission on the 
page you will be adding from. In Site Editing mode, there will be an ‘Add 
Page’ and an ‘Add Link’ in the navigation. 

 

The navigation forms a tree-like structure. To add the page in the correct 
place: 
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1 Go to the parent page (the one directly above it in the tree) 

2 Use the ‘Add Page’ link from there. 

3 This will take you to a control page where you can select basic 

settings for your page. It will be possible to change all of these later, 

but you should probably think about them carefully now – it is best to 

have a structure for the site in mind before you start adding pages, 

to save work later. 

 

 Page URL: This is the URL that the page will be given. For 
example, if you used the ‘Add Page’ link on 
http://cms.dur.ac.uk/sandbox/dxy0abc/mypage/ and typed ‘green’ 

into this box, the new page would be at 
http://cms.dur.ac.uk/sandbox/dxy0abc/mypage/green/ 

 

At this stage you can also define the page security level.  Most 
pages will most likely not need page security but if the new page 
will contain restricted data you can set the level required.  See 
section 3.6 for more information on page security. 

 

 Page Title: This is the text that appears in the heading of the 
page. 

 Hyperlink Text: This is the text that will appear on links to this 
page in the navigation bar. You should aim to keep this text fairly 
short, three words or fewer in most cases, while still giving a good 
indication of where the link leads to. 

 Additional Options: These check boxes allow you to: 

o Hide this page in the navigation – The page will exist but 
will not be visible in the left hand navigation 

o Never write this page out to the live site – The page will 
only exist in the CMS and will not made public.  

https://www.dur.ac.uk:8443/sandbox/dxy0abc/mypage/
https://www.dur.ac.uk:8443/sandbox/dxy0abc/mypage/green/
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4 Once you have chosen your URL, title and link text, use the ‘Add 

Page’ button to add the page.  

5 You will then have the option to view or edit either the page you 

have just added (if you want to start working on content) or its parent 

page (the page you used the ‘Add Page’ link from). Going back to 

the parent page is convenient if you want to add a set of new pages 

at once. 

3.1.1. Adding links 

As well as the ‘Add Page’ option, there is also an ‘Add Link’ option. This 
lets you add a link to a page that’s already in the CMS elsewhere, or to a 
page that isn’t in the CMS. To add a link: 

1 Go to the page you want to add the link to as if you wanted to add a 

sub-page. 

2 Use the ‘Add Link’ control link instead of the ‘Add Page’ control link. 

3 Type the URL of the page you want to link to into the ‘URL of page 

to link to’ box. If you are linking to a page that is somewhere else in 

the CMS, you can miss off the http://www.dur.ac.uk/ part of the link 

(if you need to use https://www.dur.ac.uk/ or http://www-

same.dur.ac.uk/ then you must put this in the URL). 

4 Type the link text you want to use into the ‘Hyperlink text’ box. 

5 Use ‘Add Link’ to create the link. 

Just type in the URL of the page you want a link to, and the link text, and 
use the ‘Add Page’ button as before. If you are linking to a page that is 
somewhere else in the CMS, you can miss off the http://www.dur.ac.uk/ 
part of the URL (apart from saving some typing, this will also help if the 
page you link to gets moved later). 

If you are linking to pages outside the CMS (or outside your site in the 
CMS), and your site template supports this feature, you should strongly 
consider using the related links feature instead of Add Link. 

3.2. Page Options 

3.2.1. Setting Page Options 

To get to the page options page: 

1 If you are on the page, use the [Page Options] control link at the 

top of the navigation.  

Otherwise, find a link to the page in the navigation section, and use 

the [options] control link next to it.  

Since links to other pages (see Section 3.1.1) do not have a [Page 

Properties] link, you must use the [properties] control link. 

There are several different sections to the options page, and these are 
accessible using the tabs at the top of the page.  

http://www.dur.ac.uk/
https://www.dur.ac.uk/
http://www-same.dur.ac.uk/
http://www-same.dur.ac.uk/
http://www.dur.ac.uk/
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 Publishing – This page allows you set the page and its 
descendants live, as well as ‘Hide this page in the navigation’, 
‘Hide this page in site maps’ (see Section 11 of Guide 184) and 
‘Never write this page to the live site’ options (see Section 4.3).  If 
the page is not a home page and you are a Site Administrator, 
there will also be a form to set or clear the “hidden” and “never 
write” options for this page and all descendants. Use this option 
with caution! See Section 4 for more information on the Publishing 
options. 

 Titles and Headings - 

 When editing a page: Link text, page title controls and related 
links heading (see below), and  

 When editing a link: Link text and link target URL controls (see 
below) 

 Move Page - Except on site home pages, controls to move the 
page either in the navigation or by changing its URL. (see sections 
3.3 and 3.4 for more information) 

 Page Editors - A list of the email addresses of everyone with 
editing rights on the page.  

3.2.2. Changing the heading title and link text, or the URL of a link 

1 Go to the ‘page options’ page as described above, then go to ‘Titles 

and Headings’ 

2 For pages, edit the text in the ‘title’ box to change the heading title. 

For links, edit the URL in the ‘link target’ box to change where the 

link goes. 

3 Edit the text in the ‘link text’ box to change the link text. 

4 For pages only, edit the text in the ‘Related links heading’ box if you 

want to specify an alternative heading for Related Links. If you want 

the default of ‘Related Links’, simply leave this text box blank. 

5 For pages only, you can specify that the default text direction for 

the page is right-to-left. In general, you should only turn this on when 

the majority of the text on the page is written in a right-to-left 

language such as Arabic. 
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6 Use the ‘Save Details’ button to make these changes. 

3.3. Moving pages in the navigation 

If you decide a page is in the wrong place in the navigation, then you may 
move it elsewhere. You can move pages around freely except that: 

 You cannot move the site home page. 

 You cannot move pages to be directly after the site home page or 
out of a site entirely. 

 You also cannot move a page to be after a child of itself, as this 
does not make sense.  

To move a page: 

1 either go to its ‘page options’ page, then click on ‘Move Page’ and 

use the ‘Move this page in the navigation’ button, 

or find a link to that page in the navigation and use its [move] control 

link. Since links to other pages (see Section 3.1.1) do not have a 

‘page options’ screen, you must use the [move] control link. 

2 This will take you to a representation of the site tree structure, with 

the page you are moving highlighted. Every other page (apart from 

the site home page) will have a radio button next to it. 

 

3 If you select the radio button for a page, it will move the page you 

are moving to a location just after that page at the same level of the 

tree. Any pages that are children of the page you move will be 

moved with it. If you select the radio button next to an item that say 

‘(First child of [page])’ then the current page will become the first 

child at that location. This is useful if you want to move a page below 

another page which does not currently have any children. 

4 Once you have decided where to move the page(s) to, use the 

‘Move pages after selected point’ button to move them. 
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In recent browsers with stylesheet support enabled (Netscape 7, 

Mozilla, Opera 7, etc) the button will float in the top right of the 

screen. On older browsers (Internet Explorer 6, Netscape 4, etc), or 

browsers without advanced stylesheet support (Lynx, w3m, etc) the 

button will appear at the bottom of the page. 

5 Once you have edited the page, you will have chance to change its 

URL as well (see section 3.4), if you want to. Depending on the 

movement you have made in the navigation, this may or may not be 

a good thing to do. This will take you to the form described in 

Section 3.4. 

Caution: If you have permission to edit only part of a site, you should be 
careful only to move pages around the parts of the site that you can edit. 
Otherwise, you can move a page into a place where you will no longer be 
able to edit it, or move it back. 

3.4. Changing a page’s URL 

To change a page’s URL: 

1 Either use the “Change this page’s URL” button after moving the 

page in the navigation (see previous section), 

Or select “Move this page to a different URL” on the ‘Page Options > 

Move Page’ control page. 

To change the URL of a link (see Section 3.1.1): 

1 Use the [options] control link next to the link in the navigation bar 

and change the link on the page properties control page. 

This will take you to a form with the current URL filled in (the 
http://www.dur.ac.uk/ part is left out), to move a page: 

 

2 Replace this URL with the new one – for example, to move 

http://www.dur.ac.uk/sandbox/dxy0abc/red/ to 

http://www.dur.ac.uk/sandbox/dxy0abc/green/, change 

sandbox/dxy0abc/red/ to sandbox/dxy0abc/green/ 

To help guard against mistyped names, you must end the URL with 

a ‘/’. For reasons of consistency and possible future enhancements, 

do not try to use index.htm, index.html, or similar, as part of the 

URL. 

3 Use the ‘Move the page’ button. 

http://www.dur.ac.uk/
http://www.dur.ac.uk/sandbox/dxy0abc/red/
http://www.dur.ac.uk/sandbox/dxy0abc/green/
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You can only move pages within the site they are in. So, you can move 
sandbox/dxy0abc/red/green/ to sandbox/dxy0abc/blue/green/ but not to 
sandbox/dxy3abc/red/green/ 

Remember, when moving a page, it is possible that not every link to the 
page will be automatically updated – certainly links outside the CMS will not 
be, and not all links within the CMS will be (links inside content items 
currently will not be updated, though this functionality may be added soon). 

When a page is moved, a redirect is automatically created. Should any 
links be out of date, the user should still end up on the right page. This 
does not mean that links do not need to be updated. See section 3.9 for 
more details on redirects. 

Certain pages containing bespoke content developed by the CIS should not 
be moved to another URL, as the content on the pages will break in this 
case. You will get a warning if you try to move one of these pages, and 
should email cms@durham.ac.uk to make arrangements to have the page 
moved safely. 

3.5. Adding a decorative image 

1 In the decorative image area is a control link [add image to page].  

2 This will take you to an image selector (similar to the one described 

in section 2.7). Follow the instructions there to select your image. 

In most templates, images larger than the space available will be 

cropped to fit the available space. You should ensure that the most 

important part of the image is in the left part of the image. Since the 

available space will vary to some degree with the user’s browser, 

you should use an image that is horizontally larger than the available 

space, or that fades neatly into the background. However, using too 

large an image will slow down page loading – there is a compromise 

that needs to be made. Increase and decrease your browser font 

size to test the appearance.  

3 Use the ‘Use Image’ button for the image you want. 

4 On the next page, add alternative text in the Alternate Text box if the 

image is not purely decorative. 
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5 If you want the image to link to somewhere, put the URL to link to in 

the Link Href box. 

6 You can also select an Order number from 1-9 to choose the order 

decorative images appear in (if 

you have more than one on that 

part of the page). 

7 You can select the location on the 

page that the images will appear if 

your template supports multiple 

image locations. 

8 Use the ‘Set Options’ button to 

add the image to the page. 

On the current University template, only 
one image can be displayed at any one 
time in the left sidebar. Therefore, if more 
than one image is assigned to the left 
sidebar, one will be selected at random 
for display (you can still see all of them in 
Site Editing Mode). The Order number 
therefore has no effect on the left 
sidebar. 

The right sidebar of the current University 
template will display multiple images one 
below another, in the sequence set by 
the Order number. 

3.5.1. Reordering decorative images 

To re-order images, use the [up] and 
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[down] control links to move the image up and down within the sidebar. 
Alternatively, you can remove the image and re-add it with a new ordering 
number. 

3.5.2. Removing decorative images 

Use the [remove image] control link to remove the image. If you make a 
mistake, simply add it again using the method above. You can change the 
position of images, and update the alternative text, using the Edit link 
without having to delete it. 

3.6. Restricting access to a page 

Restricting access to a page is done in the same way as pages outside the 
CMS. Any page in the directory site/local/ or a subdirectory of it (where site 
is replaced by your site name) will only be viewable by members of the 
University. Any page in the directory site/password/ or a subdirectory of it 
will require people to log in to view the content. Generally, local will be 
more useful, however some content types may need to be placed on a 
page in a password directory to work properly (these content types will 
notify you when you try to create them that this is the case). 

Therefore, to restrict access to a page, change its URL to one of the form 
site/local/whatever/ or site/password/whatever/this/is/ as described in 
Section 3.4. 

As it is generally a mistake, a warning will be displayed if a page has less 
restricted access than any of its parent pages. 

3.6.1. Restricting access to a small set of people 

To restrict page to a small set of people (all of whom must be University 
members), you must place the page in the site/password/ directory as 
above. Then use the ‘Access Restrictions’ tab within Page Options to set 
up the permissions. You can only set up special access restrictions if you 
have Site Administration permissions on the page.  

Pages can be moved to the site/password/ directory from the Access 
Restrictions page if they are not there already, using the “Move this page to 
a /password/ directory.” link (which does exactly the same thing as moving 
it yourself as described in section 3.4 above). There is a similar link to 
move pages to a site/local/ directory if all you need is restriction to 
University users. 
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You can restrict by username, department, college, category, or 
alternatively restrict the page to all University staff or all University students. 
Restricting by department may not be completely reliable in the case where 
someone is in multiple departments. Restrictions will apply to all pages 
descended from that page in the navigation structure that remain in the 
password directory, unless explicitly overridden by other restrictions set on 
those pages. 

Restrictions take effect in the following order: 

1 If no restrictions exist, then allow access to the page. 

2 If the “Satisfy parent access restrictions” rule is in place, then the 

user will be checked against the parent page, or the next nearest 

ancestor page with restrictions if the parent page has no restrictions. 

If the user meets the restrictions on this page, allow access. The 

restrictions on the parent page may also include this rule, in which 

case its parent will also be checked. 

If this rule is used, but no ancestor pages have any access 

restrictions defined, allow access. 

3 If a ‘Username’ match applies, then allow access. 

4 If there are any ‘Department’ restrictions in place, and the user is not 

in any of the departments listed, then deny access. For example, if 

there were ‘Department’ restrictions for ‘Anthropology’ and 

‘Archaeology’, then anyone in either of those departments would be 

allowed access, but no-one else would (unless a separate match in 

rule 2 or 3 applied, of course) 

5 If there are any ‘College’ restrictions in place, and the user is not any 

of the colleges listed, then deny access. 

6 If there are any ‘Staff/Student status’ restrictions in place, and the 

user does not meet at least one of them, then deny access. 

7 If there are any ‘Category’ restrictions in place, and the user is not in 

any of the categories listed, then deny access. 
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8 If access is not denied by rules 4-7 (i.e. the user meets at least one 

of each of the applicable Department, College, Status and Category 

restrictions), then allow access. 

It is obviously not usually a good idea to set restrictions that you do not 
meet yourself on a page – if you do then you will not be able to edit the 
page yourself! To fix this if you accidentally do it, go back to the site home 
page, and navigate in editing mode until you find a link to the restricted 
page. Then use the “options” control link in its navigation entry to get to the 
page options for that page, and correct the restrictions. 

Example access rules 

 

These rules will match all Academic Staff (category 0) or Research Staff 
(category 1) who are in the Department of Law. 

 

These rules will match all students in the College of St Hild and St Bede, as 
well as the single user dhb0ano. This is useful to allow someone to edit a 
page they would not ordinarily be allowed to access. 

Limitations of the access rules 

 Department and College restrictions only apply to the primary 
department or college. For example, a member of staff in two 
academic departments would only match the Department 
restriction for one of those departments. 
This is especially likely to apply to undergraduate students taking 
modules from more than one department. 

 Some unexpected people may have Staff status or Student status. 
You may be better off using Category selection instead in some 
cases. 

 All people must be University members and have an CIS 
username. If you want to restrict documents to particular 
individuals not all of whom meet this requirement, see Section 15 
of Guide 184 for a solution. 

 Restricting access in this way only restricts access to the page. 
You cannot restrict access to resources or images in this way – 
the only access restriction available there is to place them in a 
‘local’ category which is restricted to all University members, or a 
‘staffonly’ category which is restricted to University staff. 
If you need to restrict access to a resource in this way, use the 
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method described in Section 15 of Guide 184 (you can then write 
the username and password for access to the files on a restricted 
access page, of course) 

3.7. Feature Boxes 

Feature boxes are available in some templates. They are a small piece of 
content that can be used on your site, and may include any or all of: 

 A headline 

 An image 

 Paragraphs of text 

 Links 

If your site template supports Feature Boxes, you can edit them by using 
the [Feature Control] link. 

You can have multiple feature boxes on each page, although generally we 
recommend only using one at most on a page to avoid making the feature 
box area too cluttered. 

Your site may have a collection of its own feature boxes that you can add 
to. You will also always be able to use (though not edit) centrally-provided 
feature boxes. By arrangement, you may also be able to use (but not edit) 
feature boxes from other sites. 

You can set start and end dates for each feature box to have them 
automatically appear and disappear from pages on specified dates. 

The links will be displayed in alphabetical order, unless the ‘display order’ is 
set. Links with ‘display order’ set will be displayed from the lowest display 
order to the highest. Links with no display order set (and links created 
before the display order feature was introduced) have a display order of ‘0’. 
There is currently no way (other than deleting and re-creating the link) to 
change the display order of an existing link. 

3.7.1. Making Feature Boxes 

Use the ‘Create and Edit’ features option. The interface is very similar to 
the interface described for news items in Section 2.3.3.  Note that the 
‘Summary’ field is not displayed anywhere on the site – it is a way for you to 
quickly identify features when selecting them for use on a page. You can 
only do this for your own site’s feature boxes. 

The 'Ordering' field controls the ordering of feature boxes if multiple feature 
boxes are displayed on a page – the feature with the lowest ordering 
number will be displayed first. 

If you are selecting an image for a feature box, then you should use an 
image slightly wider than the feature box if possible. You can use the image 
alignment feature to select which part of the image is used. 

3.7.2. Assigning a Feature Box to a page. 

Select the feature you wish to use in the list and use the ‘Use Feature’ 
button. The features are sorted by the section they are in. In most web 
browsers, holding the Ctrl key while clicking on the feature will select 
multiple features at once. If this doesn't work, consult your web browser's 
documentation. 
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Use the ‘Return to page’ link to see the effect of this feature. 

Feature boxes that are centrally provided will have [Central] in their 
description on the selector. 

3.7.3. Sharing feature boxes 

You can share your feature boxes with another site to allow them to use 
(but not edit) them. 

 

Enter a URL on that site to activate sharing. If you no longer want to share 
feature boxes, first ask the administrator of that site to remove the shared 
feature boxes from the site, and then you will be able to deactivate the 
sharing. 

If someone has shared feature boxes with your site, they will appear below 
your own feature boxes, and above the central feature boxes in the list. 
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3.8. Related Links 

Related links are available on some templates. This will give a list of related 
links for the page (you may prefer to use this instead of the Add Link 
option). You can edit Related Links using the [Related Links] control link. 

 

Once there, the links can be edited in the same way as the related links for 
a news item. If you follow the links you can edit the link text, destination and 
order in the related links list (it is normally alphabetical, but you can set any 
order you like – links will be displayed lowest order number first, with 
alphabetical sorting if order numbers are the same). 

 

You can use negative numbers for display order (useful if you want to put 
one item to the top of the list without affecting any others) but you cannot 
use fractions. 

If a related link should not be displayed indefinitely, untick the “no date” 
boxes on the Start Date and End Date fields, and set the appropriate start 
and end dates. The link will then only be displayed between those dates. 

3.8.1. Related Links to pages within the Content Management System 

If you put a URL starting http://cms.dur.ac.uk/ into the related links, it will 
automatically be translated to a link pointing to the live site when the page 
is written out. This is to prevent accidental errors when copying and pasting 
from having an effect. 

Occasionally it is necessary to link directly to the CMS from a live page. In 
this case, you should replace the ‘a’ in the first part of the URL with ‘%61’ – 
so link to https://www.dur.%61c.uk:8443/  
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3.8.2. Managing related links across your site 

Related links elsewhere on your site but not on the current page will be 
listed below the add and remove options. 

 

Clicking on one of the links listed will add it to the current page. 

This allows you to easily draw related links from a common pool on to 
different pages of your site. 

3.9. Adding a redirect 

If you are a site administrator, you will have the ability to create redirects 
from one URL to another, provided that the original URL is within the scope 
of the site over which you have administrative control. 

Too add a redirect, click on the ‘My Pages’ link in the CMS. Then click on 
the link ‘Administer Redirections’ towards the top of the page that follows. 

 

To redirect to a page, you must include the trailing / on all redirects, and 
you must not include a document name such as ‘index.php’ or ‘index.html’ 
or query parameters such as those used by the news displays. 

You can also redirect to a specified URL by entering the full URL, including 
http://www.dur.ac.uk/ in the “new directory” box. 

Enter the location to redirect from into ‘Old directory’ and the location to 
redirect to in ‘New directory’ and click the ‘Add redirection’ button. 

Any redirections that you have personally added will appear in a list at the 
bottom of the page. You can also delete redirections that were added in 
error here. 

Redirections, once added, should generally only be removed if they are 
forming part of a circular redirection (rare, but can happen on large sites 
that have been active for some time) or if a new page is being added at the 

http://www.dur.ac.uk/
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old location (though this is not necessary as the old redirect will be ignored 
in this case), as removing them will cause links to the redirected location to 
stop working. 

3.10. Moving and copying content from one page to another 

It is now possible to move or copy a piece of content from one page to 
another, provided that you have sufficient permission on both the original 
and destination pages. The “move/copy to another page" link appears 
below each content item in Site Editing mode. 

 

Using this link will let you copy and paste the URL of the destination page, 
and select either “move” or “copy”. 

 

The content, including all images and resources associated with it, will be 
moved or copied to the new page. It will appear at the same position on the 
new page as it is on the current page (which may not be exactly where you 
expect if the numbers of content items on the two pages differ, or if the new 
page has had other content items copied or moved to it already) 

If you move or copy text content, the history of previous versions will only 
be kept when the content is moved. 

4. Publishing pages 
The CMS is not the live website, so changes made in the CMS are 
transferred to the live website by a number of methods. 

4.1. Automatic publishing 

Sites registered in the CMS will be updated into the live 
http://www.dur.ac.uk/ site daily, unless this has been disabled. 

4.2. ‘On demand’ publishing 

Since sometimes changes may be urgent enough to need making before 
the next scheduled update, it is possible to request a page or set of pages 
to be quickly written to the live site. To do this: 

1 Go to the ‘Page Options control page (see section 3.2) for the 

appropriate page. 

http://www.dur.ac.uk/
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2 At the top of it are two buttons: “Make this page live” and “Make this 

page and sub-pages live”. The first only affects the current page, the 

second also affects any pages below it in the navigation tree. Which 

one to use depends on what changes you have made. 

3 If you have only changed the content of a page, use “Make this 

page live”. 

If you have added or removed pages, or otherwise changed the 

navigation structure of the site, go to the page furthest into the site 

that is a parent of all the changed pages, and use “Make this page 

and sub-pages live”. (So, if you changed sandbox/dxy0abc/a/b/c/ 

and sandbox/dxy0abc/a/d/e/ you should go to sandbox/dxy0abc/a/) 

Every ten minutes, a process checks to see if any requests are 
outstanding, and adds them to a processing queue. Depending on the 
number of other pages also requested, the size of your request, the time of 
day (the process is deliberately slower during working hours to avoid 
putting too much work on the web server at once) and how busy the web 
server is in general, the pages may become live in differing timescales. 
Under normal operation, within twenty minutes is likely, however at busy 
times this cannot be guaranteed. 

Since this procedure is quite intensive when used over large numbers of 
pages, we would ask users to only use it for urgent changes, and to try to 
minimise the number of pages they write out in this way. Scheduling non-
urgent changes in this way, as well as unnecessarily using resources, may 
interfere with the speed at which urgent changes are made. 

 

An acknowledgement message will tell you approximately how long 
publishing is expected to take, and if there are any factors that may be 
delaying publishing. 
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4.3. Delaying publication 

Sometimes, you may want to delay the publication of a page or content 
longer than the automatic schedule would normally allow. If you are the site 
administrator, you can ask (by sending an email to cms@durham.ac.uk) 

that the site be (temporarily or permanently) removed from the automatic 
scheduling. If the delay in question needs to apply to only a few pages, or 
content on those pages, you have a few other options. 

4.3.1. Unpublished pages 

For new pages that you do not want to include yet, or existing pages that 
you do not want to be updated at all for several days, you can use the 
‘Never write this page to the live site’ option in [Page Properties]. 

If it is a new page, you should also hide the page as described in the next 
section. You should not do this for existing pages where you simply want to 
keep the existing content, however. 

Note that preventing publication of a page in this way also prevents 
publishing requested by you using the methods in section 4.2, and 
completely ends page updates including navigation updates. Therefore in 
general we recommend you only use this method for new pages, in 
combination with hiding the page in the navigation, and use the techniques 
in the Hiding Content section below to deal with existing pages. 

4.3.2. Hiding pages 

Use the hide pages option in [Page Options] to hide the page from display 
in the navigation bar. This will remove the page from the navigation (you 
will still be able to see it in Site Editing mode, but not otherwise, and not on 
the live site once those pages are updated). If this is done for a new page, 
then no-one will find the page (except accidentally) until it is un-hidden 
(however in this case, the technique in the previous section would be more 
appropriate). To do this: 

 

1 Go to the ‘Page properties’ control page as described in Section 3.2. 

2 Make sure the ‘Hide page in navigation’ checkbox is checked. 

3 Use the ‘Save Details’ button. 

A slight drawback with this option is that the page may be picked up by the 
University’s search engine. 

Another use for hiding pages is when developing a new sub-site of an 
existing site. Hidden site home pages are visible from their own site, but not 
from any other site, which allows the sub-site to be developed without 
appearing on the main site’s navigation until it is ready. 

mailto:cms@durham.ac.uk
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4.3.3. Hiding content 

For existing pages (and for new pages if you wish to avoid the search 
engine problem), changes to content can be hidden simply by not 
approving them (select “changes to be approved later” when making the 
change) as described in Section 2.3 and Section 2.9. 

You can also set content items to only start being displayed at some time in 
the future using the methods described in Section 2.4.1 – this is probably 
the most useful method for new content. 

New pages made in this way, with only non-approved content, will appear 
blank if made live. If they are also hidden as described in the previous 
section, they are very unlikely to appear in any search engine results. 

4.4. Publishing of images and resources 

Images and resources are published by a separate process that regularly 
copies them from the CMS to the live site. These files should appear on the 
live site within an hour of being uploaded to the CMS, and usually will 
appear more quickly. 

5. Images and resources 
Images (JPEG or PNG pictures – GIF is not supported) and resources (any 
other file such as a PDF or Word document) can be stored as part of the 
CMS. There is already a library of images (see Section 2.7) and resources 
(see Section 2.8). However, you may wish to add extra images or 
resources. 

5.1. Adding a new image or resource 

Please ensure that you have read and understood the guidance on 
securing resources and images before uploading any that are not 
intended to be entirely public 

There is a maximum file size of 2Mb for uploaded images and around 10Mb 
for resources (it is not possible to be entirely precise about this limit as it 
varies slightly depending on the web browser, but files less than 9Mb 
should always be okay). You should not need to upload an image this large 
(or even close to it) in most circumstances. 

If you need to upload a large resource (and there is a good reason you 
cannot break it down into several smaller files) then email 
cms@durham.ac.uk with details of where the file can be found (do not 
attach the file to the email at this stage) and what category it should be 
placed in.  

To upload a new image: 

1 Go to My Pages. 

2 Select the appropriate site. 

3 Use the ‘upload image’ link 

or 

mailto:cms@durham.ac.uk
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1 Use the [add image to page] (see section 3.5) or [add image to 

content] (see section 2.7) control links for the appropriate part of the 

CMS. 

2 Use the ‘Upload a new image’ link to go into image uploading mode. 

To upload a new resource: 

1 Go to My Pages. 

2 Select the appropriate site. 

3 Use the ‘upload resource’ link 

or 

1 use the [Edit Resources] (see section 2.8) control link on the 

appropriate content item in the CMS. 

5.1.1. Uploading the image or resource 

1 Navigate to the correct category as you would when selecting an 

image or resource (see Section 2.7 or Section 2.8). For images you 

can create a new sub-category of the current category by typing the 

category name into the ‘create a new sub-category here’ box and 

using the ‘Create’ button. For resources, see step 3 of 'Uploading a 

resource' below. 

2 You cannot upload images or resources to the ‘base’ category, 

although there may be existing resources added before this 

restriction that are in this category. 

3 Follow the steps below as appropriate. 

Uploading an image: 

4 Use the ‘Upload a new image to this category’ link. 

5 Read the notes about image usage and prepare the image on your 

computer using a graphics program. 

6 Select an image to upload from your computer.

 

7 Use the ‘Upload this image’ button. 
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Uploading a resource: 

 

1 Use the ‘Browse’ button next to the ‘Upload file’ text box to find a 

resource on your computer to upload. 

2 Put a brief description of this resource in the ‘Description’ text box. 

3 If you want to upload to a category other than the current one, 

change the contents of the ‘Category’ box to the new category. If the 

category does not exist it will be created. 

4 Use the ‘Upload Resource’ button. 

5.1.2. Using an uploaded image or resource 

If you entered image or resource uploading via ‘My Pages’, you must 
find the appropriate page and proceed as described in Section 2.7 (content 
images), Section 2.8 (resources) or Section 3.5 (page images). 

If you entered image uploading from a page in the CMS you can use 
the image by: 

1 Using the ‘Select an image for assigning’ link to return to image 

assignment mode. 

2 Uploading the image as described in Section 2.7 

If you entered resource uploading from a page in the CMS you can use 
the resource by following the steps described in Section 2.8 for an existing 
resource. 

5.2. Restricting access to an image or resource 

Any resource contained in a category that has ‘/local/’ as the first or second 
part of it will be restricted to members of the University of Durham only. For 
example, all of the following categories will be restricted (this is a change 
from previous behaviour, when only the first would have been restricted): 

 /local/department/files/ 

 /department/local/files/ 

The categories below, however, would not 

 /department/local-files/ (local is not on its own between the 
slashes) 

 /department/private/ (local is not in the category at all) 

 /LOCAL/files/ (local must be all in lowercase) 

 /department/committees/sscc/local/ (local is not the first or second 
part) 

Categories that are restricted will look like this in the resource browser: 
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In all image and resource categories – and only image and resource 
categories - where ‘local’ works, you may replace ‘local’ with ‘staffonly’ to 
restrict to current University staff (note that this does include students who 
work part-time for the University, for example in a college bar or as a 
postgraduate demonstrator). 

It is not possible to restrict a resource more than “to University members 
only” or “to University staff only”. You should use another way of distributing 
files (a departmental shared drive, for example) for sensitive files. 

A warning will be displayed in the CMS if a resource is linked to from a 
page that is more restricted than it is. If the resource should also be 
restricted, you will need to remove it and replace it with a secured copy. 

5.3. Updating images and resources 

Images cannot be updated – just upload a new one instead. This is 
because a change in the dimensions of an image could cause problems if 
someone else is using the same image in a different situation. 

Resources can be updated – simply upload a new resource with the same 
name into the same category. However, you can only do this if you are 
either: 

 the person who originally uploaded the image, or; 

 a site maintainer 

If you only want to change the description of a resource, use the ‘Change 
description’ link next to that resource in the list, and complete the form that 
appears. 

5.4. Moving and removing images and resources 

Resources and images cannot be moved – remove it and upload it to the 
new location if you absolutely must move one, but generally moving 
resources and images is not necessary. 

It is sometimes possible to remove images and resources, but this can only 
be done if the image or resource is not in use anywhere in the CMS. 
Additionally, only page and site administrators can remove images or 
resources. 

5.4.1. To remove an image: 

1 Use the ‘image usage’ link next to the image in the image selector to 

display image usage. This will search pages, content items, news 

items, events and feature boxes for this image. 
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2 If you want to delete the image, you must stop using it anywhere in 

the CMS. Sometimes this may not be possible, as you do not have 

permission to edit the relevant content. If so, you should contact the 

maintainer for that page or content and ask them to remove it from 

that page or content. 

3 Once the image is no longer in use, it can be deleted from this page.

 

5.4.2. To remove a resource: 

Use the ‘Resource Usage’ link on the resource to check if it is used in the 
CMS. 

 

If the resource is in use, this page will show you where the resource is in 
use so that you can remove it (or ask the owners of that page to remove it) 

 

If the resource is currently unused you will be given the option to delete it if 
you have sufficient permissions. Just click on the “delete this resource” link 
to remove it from the system. 

 

5.4.3. In an emergency 

It may be that in an emergency situation you need to delete an image or 
resource immediately, and it is in use on pages that you do not control, and 
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the administrators for these pages are unavailable. In this case, contact 
cms@durham.ac.uk explaining which image(s) or resource(s) need to be 
deleted, and why this is urgent. 

6. Feedback 

6.1. Comments and questions about the CMS 

The preferred method for submitting comments about the CMS is to use the 
comments and questions form – when accessed from within the CMS, it will 
have an additional option ‘The Content Management System’ that will send 
a message to us. 

If you are reporting a bug, please provide as much information as possible 
– when the problem occurred, what you were doing, which pages it affects, 
what browser you are using, what computer you were using 
(http://www.dur.ac.uk/cis/utilities/findip/) and so on. Please be as 

detailed as possible as this will help us to quickly track down any problem. 

6.2. Responding to comments about your pages 

If people use the comments form to ask about a page, then the request will 
go into a tracking queue and be emailed to the members of that queue. By 
default, if you have requested a site in the CMS, there will be one queue 
covering the whole site, and one person (you) receiving emails. 

However, you may have multiple people receiving emails from a queue (for 
example, to provide cover in the event of someone being ill or on holiday). 

You may also have multiple queues. For example, if you have research and 
teaching sections of your site, you may want different people to deal with 
research-related questions than deal with teaching-related questions. 

To set up a new queue, or to assign additional people to existing queues, 
email cms@durham.ac.uk with your request. It may take a few days for 
your request to be processed, and you will be notified by email when this 
has been done. 

6.2.1. Request Tracker 
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Comments and questions are handled (except for users within the CIS) by 
the Request Tracker software. The software will email all members of the 
queue with any comments that come in, and simply by replying to the 
message the requestor will get your response, and the message will also 
be logged in the Request Tracker system. 

All emails sent by Request Tracker contain [rt.dur.ac.uk #NNNN] (where 
NNNN is a unique identifying number assigned to the request) in the 
subject line. Make sure that you keep this in the subject line when replying. 

You can also view requests on the web at https://rt.dur.ac.uk/ - simply log in 
with your CIS username and password. 

Message Status in Request Tracker 

Every message in Request Tracker has a status: 

 New: The message has arrived, but you have not answered it yet. 

 Open: You have replied to the message, but still have something 
to do before the request can be completed. Doing anything to a 
message will usually change the status to Open if it isn’t already. 

 Stalled: You need more information from the requestor, or are 
otherwise waiting for something else to happen before you can 
complete the request. 

 Resolved: You have completed the request. The requestor (or 
you) may re-open it by replying by email again. 

 Rejected: You are not going to complete the request. You should 
either inform the requestor, or at least add a comment (see below) 
explaining your reasons. 

 Deleted: The message should never have been in the system in 
the first place. Spam and virus-generated messages should be 
given this status. 

You can change the status of a message by forwarding it to the following 
email addresses: 

status-stall@rt.dur.ac.uk, status-resolve@rt.dur.ac.uk,  
status-reject@rt.dur.ac.uk, status-delete@rt.dur.ac.uk 

or by using the web interface. 

Commenting on requests 

If you are not the only person in the queue, you may find it useful to send a 
message to the others in your queue without also sending it to the 
requestor, to discuss solutions. Email comment@rt.dur.ac.uk to do this, 
making sure that you keep the ticket id ([rt.dur.ac.uk #NNNN]) in the subject 
line. 

Advanced use of Request Tracker 

Request Tracker can record dependencies, due dates, priorities, and more. 
If you get a lot of change requests then you may find it useful to use some 
of these features, however they are beyond the scope of this document. 
Full Request Tracker documentation is available at 
http://www.bestpractical.com/rt/docs.html in a variety of formats. 

https://rt.dur.ac.uk/
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6.3. Quality Report 

A script runs nightly to check pages for those common quality problems 
which can be detected automatically with reasonable reliability – for 
example, broken links or headings in the wrong order. This can be 
accessed through the second line of the mode bar, which will report the 
number of problems detected on the page (or ‘untested’ if the page has not 
yet been checked). 

Where a page contains a news content item or other content that creates 
multiple URLs for the same page, each will be checked separately. 
Because of the number of URLs on the University’s website, any individual 
URL will only be checked once every few months. 

 

For each URL, the name of each check, the overall result of the check, the 
nature of any errors found, and the date of the test will be displayed. The 
“Fix/Ignore” links allow you to mark the issues in each item as either fixed, 
or ignored as a false positive. 

These reports will help you improve the quality of your pages by fixing 
content which could confuse or cause problems for users, or harm search 
engine placement by making it harder for search engines to process the 
page. 

In a future version, we intend to email summaries of these reports to Site 
Contacts. 

7. Further Reading 
For details on Site Administration, and the various content types for 
displaying special types of information such as news, events, staff listings, 
survey forms, and more, see Guide 184. 


