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Use this document: 
 To designate an information security classification to information at the point of 

creation or receipt 
 To help ensure that information is adequately secured by applying  information 

security controls according to the classification level applied. 

1.0 PURPOSE 
This document sets out Durham University’s standard for classifying information in 
accordance with its importance to the University to help ensure that an appropriate level of 
security is then applied. The Information Security Classification Scheme is a subsidiary 
document to the University’s Information Security Policy which is approved by the University 
Executive Committee (UEC). 

The Standard should ensure that individuals who have a legitimate right to access information 
can do so whilst:  

 Reducing the risk of inappropriate publishing and sharing of information 
 Ensuring that classifications are applied consistently across the University, and are 

therefore understood. This is especially important where information is shared across 
teams or externally 

 Ensuring that high value and/or high risk information is identified and secured. 

The baseline information security controls provide a standardised and consistent explanation 
of the measures that the University employs, which will be of practical use in developing  
research data management plans and other documents where evidence of information 
security is required. 

2.0 SCOPE AND RESPONSIBILITIES 

 What this standard applies to 

This applies to all University Information in whatever form it is held, and wherever stored. 

The Standard applies to all University Information that is held by the University and its 
employees and held on its behalf by a third party, such as a cloud service provider, a 
consultant or a hard copy file storage space provider. 

The Standard applies to all information: 
 All formats e.g. electronic and hard copy 
 Structured information e.g. information held within an application or a folder system 
 Unstructured information e.g. loose emails, Word documents, images, papers. 

Implementation is made easier, and more effective, where information has been identified, 
sorted, structured and well-labelled beforehand and the disposal of time-expired information 
has taken place. 

Information received from, or shared with, third parties must be protected in accordance with 
any applicable legislative or regulatory requirements. This includes, for example, research 
information entrusted to the University by commercial organisations and Government bodies. 
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The baseline information security controls should be applied at all times, whether information 
is being used on or off campus or within or outside of working hours. 

 Who needs to comply with this standard 

This standard applies to anyone using University Information. 

All individuals who use University Information have a duty of confidentiality and a personal 
responsibility to safeguard any University Information that they access, irrespective of whether 
it is security marked.  

The Standard therefore applies to all individuals who use University Information. The act of 
using information includes, but is not limited to, creating, receiving, viewing, modifying, storing, 
transferring and disposing of information. 

Before any third party accesses University Information they will be required to agree to follow 
this Standard within their contract with the University. 

 Who holds specific responsibility 
Information owners are responsible for ensuring that the information for which they are 
responsible is appropriately classified in line with the University’s Information Security 
Classification Scheme and determining what additional safeguards should be put in place. 
Classifications may change over time and information owners are responsible for ensuring 
that these changes are communicated. 

All users of University Information are responsible for managing it in accordance with the 
information security classifications applied by the relevant Information Owner. They are also 
responsible for ensuring that they share classified information on a need to know basis only 
and that when they do so they clearly inform recipients of applicable restrictions on further 
distribution. For example, when information classified as CONFIDENTIAL (COMMERCIAL) is 
shared with the members of a committee, the members of that committee should be informed 
in writing at the time of distribution that they must not share it further. Such instructions should 
be clearly communicated, such as via the cover sheet to a paper, or a cover email. 

Line managers are responsible for ensuring that users adhere to the Standard. 

The Information Security Manager is responsible for reviewing and updating the Standard. 

3.0 THE UNIVERSITY’S INFORMATION SECURITY 
CLASSIFICATION SCHEME 

 Security classifications 
The University’s Information Security Classification Scheme (see Appendix) comprises the 
following categories, in increasing sensitivity: 
 

PUBLIC 

INTERNAL ONLY 

CONFIDENTIAL (PERSONAL) 

CONFIDENTIAL (COMMERCIAL) 

SECRET 
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All University Information must be classified according to this scheme. Where information falls 
within more than one level of classification, the higher level should be applied. 

Much routine correspondence will fall into the INTERNAL ONLY category. However, a 
significant amount of University information will legitimately satisfy the criteria for classification 
into either of the CONFIDENTIAL categories. 

The categories broadly map onto Government Security Classifications (April 2014) (GSC). 
Aside from providing a level of assurance, this is of particular relevance to University 
departments using information sourced from the Government as such information is likely to 
be marked with GSC classifications. 

GSC broadly map onto the University’s Information Security Classification Scheme as follows: 

The University Government 

PUBLIC N/A 

INTERNAL ONLY OFFICIAL 

CONFIDENTIAL (PERSONAL) OFFICIAL – SENSITIVE: PERSONAL 

CONFIDENTIAL (COMMERCIAL) OFFICIAL – SENSITIVE: COMMERCIAL 

SECRET SECRET 

N/A TOP SECRET 

 
 
Where information is received by the University from a third party and that information has 
been classified using a system that differs from that used by the University, the parties should 
agree beforehand on the scheme to be used to determine the management of the information 
whilst held by the University. The Information Owner must be consulted. The recipient of the 
information is responsible for ensuring that the requirements for the University’s management 
of the information are clearly set out in the contract with the third party and for seeking 
appropriate advice to ensure that the University can comply with the requirements before the 
contract is signed. 

 Security marking 
There is no requirement to explicitly indicate where information is classified as PUBLIC or 
INTERNAL ONLY. The latter should not be made available outside of the University. Local 
business processes should ensure that this is the case. 

Information classified as CONFIDENTIAL or SECRET must be clearly and conspicuously 
marked as such. Clear handling instructions must be issued to anyone with whom the 
information is shared, including minimum information security controls. 

When using the Information Security Classification Scheme to classifying systems, 
documents, files and folders (of any format), the classification chosen should be appropriate 
to the highest risk information held in the system, document, file or folder. For a chain of 
emails, the classification must reflect the contents of the entire string. 

The information security classification of information which is CONFIDENTIAL or SECRET 
should be indicated in large bold font in: 

 The header or footer of each page of a document/email and, where applicable, on the 
front page of a document  

 The subject field of any email used to share the information. 
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Information security classifications should be applied to the front cover of hard copy files in 
large bold print. 

The sensitivity of some information may change (and in particular decrease) over time and 
therefore re-classification may be necessary. Information owners alone may alter the 
information security classification of information for which they are responsible. 

 Balancing Openness against Security 
The failure to share information at the right time with individuals who need to know can impede 
effective business and potentially have severe consequences e.g. medical harm due to failure 
to share medical information. 

The principles of openness, transparency, Open Data and information re-use in the public 
sector require the University to consider the proactive publishing of information and data sets. 
However, Information Owners must balance this against the need to comply with the Data 
Protection Act 1998, uphold confidentiality and protect the commercial interests of the 
University. 

Access to CONFIDENTIAL and SECRET information should only be provided securely when 
a genuine ‘need to know’ is established and adequate information security controls are in 
place. The Information Owner is responsible for approving access to CONFIDENTIAL 
University Information. Such approval need not be given on a case by case basis where 
appropriate checks and controls have been embedded in routine processes, procedures or 
systems. Access to SECRET University Information must be approved by the CISO. 

 Access to Information 

Ensure that you have authorisation before sharing CONFIDENTIAL or SECRET 
information 

Information security classifications indicate where caution should be exercised in the sharing 
of information. Requests made by individuals to access University Information where there is 
no ‘need to know’ for institutional purposes should be handled formally by the University. 

In these circumstances, requests to access information classified as SECRET must be 
handled by the CISO. Requests for access to information classified as CONFIDENTIAL 
(PERSONAL) or CONFIDENTIAL (COMMERCIAL) must be forwarded to the University email 
account info.access@durham.ac.uk to be managed in compliance with the Data Protection 
Act 1998 and Freedom of Information Act 2000 respectively via established University 
processes. Such requests will be considered on a case by case basis. 

4.0 COMPLIANCE  

 Exceptions 
Where there is a potential requirement to act outside of this Standard, prior agreement must 
be sought as below:  

 For information classified as CONFIDENTIAL (COMMERCIAL), prior agreement must 
be sought from the appropriate Information Owner.  

 For information classified as CONFIDENTIAL (PERSONAL), advice must firstly be 
sought from the University’s Information and Data Protection Manager and then prior 
agreement must be sought from the appropriate Information Owner. 

 For information classified as SECRET, prior agreement must be sought from the 
CISO.  
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 Non-Compliance 
Staff and students are reminded that breaches of this standard may lead to accounts being 
suspended or disciplinary action. Serious breaches of this standard, including causing 
damage to the reputation of the University, may constitute gross misconduct and lead to 
dismissal or being required to withdraw. 
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GLOSSARY 
 
CISO Chief Information Security Officer 

See Information Security Policy section 4.1 
Government Security 
Classifications (GSC) 

The classification scheme introduced in April 2014 for HM 
Government information assets. This applies to all 
information that government collects, stores, processes, 
generates or shares to deliver services and conduct 
business, including information received from or exchanged 
with external partners (which may include the University). 
HMG information assets may be classified into three types: 
OFFICIAL, SECRET and TOP SECRET. Each attracts a 
baseline set of security controls providing appropriate 
protection against typical threats. 
 
For those working with HM Government information assets, 
further information is available online: 
https://www.gov.uk/government/publications/government-
security-classifications 
 

Information Owner A senior member of staff that has overall responsibility for 
the information. 

ISM Information Security Manager 
See Information Security Policy section 4.3 

University Information University Information includes but is not limited to: 
 Any data and information created by an employee in 

their work capacity. 
 Any research or course work that may contain data and 

information that are personal and/or commercially 
confidential to Durham University. 

 
DOCUMENT ADMINISTRATION 
Current Status 
Version: 1.0 

Approval date: November 2015 

Approved by: Chief Information Security Officer 

Owner: Information Security Manager 

Review date: November 2016 

Review and Update 
This document shall be reviewed and updated annually to ensure that it remains appropriate 
in light of any relevant changes to the law, organisational policies or contractual obligations.  

This is the responsibility of the Information Security Manager.  

Related Documents  
 Cabinet Office, Government Security Classifications April 2014, Version 1.0 (October 

2013) 
 Durham University Information Security Policy 
 University Records Retention Schedule 
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Appendix: Durham University Information Security Classification Scheme Definitions 
 

 OPEN ACCESS RESTRICTED ACCESS 

CLASSIFICATION PUBLIC INTERNAL ONLY 
CONFIDENTIAL 

(PERSONAL) 
CONFIDENTIAL 
(COMMERCIAL) 

SECRET 

MARKING 
CONVENTION 

None required. None required. 
CONFIDENTIAL 

(PERSONAL) 
CONFIDENTIAL 
(COMMERCIAL) 

SECRET 

LEVEL OF RISK 
POSED BY A 
SECURITY 
INCIDENT 

Low Low Medium/High Medium/High Critical 

DEFINITION Information that the 
University actively 
places in the public 
domain. 

Routine University 
information falling 
outside either of the two 
‘CONFIDENTIAL’ 
classifications or the 
‘SECRET’ classification. 

Personal data, including 
sensitive personal data, 
as defined by the Data 
Protection Act 1998. 
 

Commercially valuable 
data. 

Information regarding 
issues that threaten the 
life, liberty or safety of 
an individual, the 
viability of the University 
business or national / 
international interests. 

EXAMPLES Information published in 
the University’s 
Publication Scheme, 
such as: 
 Redacted minutes, 

papers and agenda 
of major committees 

 Learning and 
Teaching Handbook 

 Annual accounts. 

All other information 
published on the 
University website, such 
as: 
 Public 

announcements 
 Course information. 

Routine emails 
regarding meeting 
arrangements. 

Project correspondence 
for small scale projects. 

General notices to 
student cohorts. 

Emails discussing 
research but not 
containing confidential 
information. 

Personal Data includes: 

 Name and address 
 Salary 
 Summative 

assessment marks 
 Raw research data 
 CVs. 

Sensitive Personal Data 
includes: 

 Racial or ethnic 
origin 

 Health 
 Religious belief. 

 

Intellectual property. 

REF Strategy. 

Press releases under 
embargo. 

Some third party 
contracts. 

Projected student 
numbers. 

Passwords for access to 
the University network. 

Passcodes for access to 
secure areas of the 
University campus. 

Most raw research data. 

Information relating to 
counter-terrorism 
activities. 

Security arrangements 
for some VIP visitors. 

 


