
TWO-FACTOR AUTHENTICATION FAQ'S
1)WHAT IS TWO-FACTOR AUTHENTICATION (2FA)?

2FA is an extra layer of security used to make sure that people trying to gain access to 
an online account are who they say they are. First, a user will enter their username/
email address and a password. Then, instead of immediately gaining access, they will 
be required to provide another piece of information.

2)WHY SHOULD I SET UP 2FA?
A strong, unique password is better than a weak password at protecting your account 
but adding the second factor gives an added layer of protection – and great peace
of mind.

3) CAN I SET UP 2FA LATER?
Yes, you do not have to set up 2FA straight away. If you do not have a smartphone or a 
tablet device to hand, you can select the ‘Not now – I’ll set up later’ button. We will 
remind you in 90 days’ time in case you change your mind.

4) DO I HAVE TO USE 2FA EVERY TIME I LOG IN TO MY BENEFITS PLATFORM?
Yes, you’ll have to use 2FA every time you log in, unless you select the ‘trusted device’ 
option when logging in. If this option is selected, you’ll only have to sign in with 2FA 
every 90 days.

5)WHAT DO YOU MEAN BY A ‘TRUSTED DEVICE’?
A trusted device is a device you use frequently, such as your personal mobile phone, 
tablet or home computer. You can choose to designate a device as trusted by clicking 
the trusted device tick box.

6)WHAT DO I DO IF I DO NOT HAVE A SMARTPHONE OR A TABLET DEVICE?
Simply skip the process by selecting ‘Not now – Ill set up later’ and you can set up 2FA 
next time you log in.



07) CAN I USE ANY PERSONAL DEVICE TO 2FA?
Yes you can choose any device that you can download an authenticator app to.  
This will usually be a smartphone or tablet device.  

08) WHAT IS AN AUTHENTICATOR APP? 
An authenticator app is usually installed on a smartphone or tablet device and 
generates a 6-digit passcode when you’ve scanned the QR code or manually entered the 
code shown on your Employee Benefits Platform screen. The passcode is needed for  
the 2nd piece of information to verify that it is you trying to access your account.  
Your password for your account is the first piece of information. 

09) DO I HAVE TO USE AN AUTHENTICATOR APP? CAN I GET AN SMS MESSAGE INSTEAD? 
No, the second factor must be done by using an authenticator app as this is the most  
secure way.

10) CAN I USE ANY AUTHENTICATOR APP? 
Yes, you can use any authenticator app downloaded from the App Store or Play Store. 
We would recommend the Microsoft authenticator app, but if you have a different 
preference you can use any of the authenticator apps. 

11) WHAT IS A QR CODE? 
A QR code works in the same way as a barcode at the supermarket. It is a  
machine-scannable image that can instantly be read using a smartphone or  
tablet device. 

12) WHAT IF MY QR SCANNER/CAMERA DOES NOT WORK? 
On your Employee Benefits Platform there is a code displayed underneath the QR code 
which you can manually enter into the authenticator app if your camera isn’t picking up 
the QR code. 

13) WHAT HAPPENS IF I CHANGE MY MOBILE PHONE/PERSONAL DEVICE  
        THAT I HAVE BEEN USING TO 2FA?

If you’re logging in for the first time on a different device you’ll be asked to sign in using 
2FA. If it’s a trusted device, you can select the tick box to save time when you next sign in.  

14) CAN I REMOVE A TRUSTED DEVICE FROM MY ACCOUNT?
You can view and manage a list of your trusted devices under ‘My Account – Account 
Security’ once you’ve logged into your Employee Benefits Platform. If you’d like to 
remove your trusted device/s from your account, select ‘Remove All’. This will mean that 
when you next log in you’ll be asked to sign in again with Two-Factor Authentication. 

15) DO I HAVE TO DO 2FA EVERY TIME I MAKE A PURCHASE ON MY BENEFITS PLATFORM?
No, 2FA will only be used to login to your Employee Benefits Platform. 

16) IF I ONLY USE THE ‘DISCOUNTS BY SODEXO’ APP IS 2FA STILL NEEDED? 
        IF SO, IS THIS ANY DIFFERENT THAN GOING VIA THE WEBSITE? 

Yes, this will also apply to the Discounts by Sodexo app. This will work in the same way 
as the website, but you’ll need to update the app to Version 2.0. if you haven’t already. 
You may get a notification on your smartphone or tablet device to automatically  
update the app, or it will require a manual update. This will all depend on your user 
device settings. 


