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1. Introduction 

 

Microsoft Azure Multi Factor Authentication (MFA) is the University standard for accessing 

applications via an additional authentication method and provides an extra level of security during 

login. 

This document outlines how to register with Microsoft Azure MFA and use the service when 

accessing applications that require additional authentication. 

 

2. What is MFA 

 

Traditionally users accessed an application by entering their user name and password. MFA provides 

additional security by requiring users to provide an additional security verification method (typically 

a one-time code provided on a mobile device) in addition to their user name and password. This 

increases the security of the application as anyone trying to steal a user’s logon details would then 

also need to gain access to the mobile device. MFA is most commonly used for accessing an 

applications and sensitive data when off-campus. 

 

3. The Microsoft Authenticator App 

 

To utilise MFA it is necessary to install the Microsoft Authenticator App on a mobile device you use.  

The Microsoft Authenticator App is a free to use mobile device application developed by Microsoft 

for Multi Factor Authentication purposes. The app works by generating a set of random 6 digit 

numbers every 30 seconds on your phone which is used as extra verification when you are prompted 

for MFA therefore making the login process more secure. Please note that the app does not 

consume any mobile data and does not need to be kept open on your mobile device for it to 

continue working. 

The app does require certain permissions on your mobile device which you will be requested to 

allow on installation, please refer to https://docs.microsoft.com/en-us/azure/active-directory/user-

help/user-help-auth-app-faq for more information on this. 

 

4. Do you already have MFA setup? 

 

There may be some instances where a user may have already setup and configured MFA with the 
Microsoft Authenticator App to work with their CIS IT account. If this is the case for you, then you do 
not need to follow the steps outlined in Section 5 of this document. 

 

To check if you have already setup the Microsoft Authenticator App on your smartphone with your 
CIS IT account, you should go to your mobile device and search for ‘Authenticator’ using the inbuilt 
search function. If the Microsoft Authenticator App is already installed on your mobile device then 
you should open it and check to see if your CIS IT account appears on the list of accounts within the 

https://docs.microsoft.com/en-us/azure/active-directory/user-help/user-help-auth-app-faq
https://docs.microsoft.com/en-us/azure/active-directory/user-help/user-help-auth-app-faq
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application and that a random six digit number appears next to the account (as shown in Figure 4.1 
below). If it does, then you can go straight to Section 6 of this document. If you do not have the 
application already installed then you should go to Section 5 of this document. 

 

Figure 4.1 

 
 

5. How to register with Microsoft Azure MFA 

 

This section will outline how to register a CIS IT account with the MFA solution. Before you start this 

process please ensure you have access to a desktop/laptop and a mobile device. 

 

5.1 Download and Install the Microsoft Authenticator App 

 

You should start by downloading the Microsoft Authenticator App on your smartphone from either 
the App Store for iOS devices (Apple)1 or Play Store for Android devices (Google)2. At this point, there 
is no need to open the Microsoft Authenticator App on your smartphone. 

NB: For the app to work correctly it requires Push Notifications to be enabled on your mobile device 

for the app. This is usually setup by default, however if they are not do the following: 

 Android: Open Settings, then Notifications. Search for the Authenticator app and toggle the 

notification to on. 

 iOS: Open Settings, then Notifications. Select the Authenticator app and toggle Allow 

Notifications, Badge App Icon and Show on Lock Screen to On. 

 

5.2 Add your Durham University IT account to the Microsoft Authenticator App 

 

                                                           
1  Apple App Store Link  https://itunes.apple.com/gb/app/microsoft-authenticator/id983156458?mt=8 

2  Android Play Store Link https://play.google.com/store/apps/details?id=com.azure.authenticator 

https://itunes.apple.com/gb/app/microsoft-authenticator/id983156458?mt=8
https://play.google.com/store/apps/details?id=com.azure.authenticator
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You should now setup your CIS IT account you wish to use with MFA within the Microsoft 

Authenticator App, if you are unsure which account to use please check with the IT Service Desk. To 

do so, follow the steps outlined below: 

 

NB: Before you can add your account, you must download and install the Microsoft Authenticator app. 
If you haven't done that yet, follow the steps in Section 5.1. 

 

Step 1: For now you can put your smartphone down whilst we complete the next set of steps on a 
computer or tablet of your choice (we will come back to the smartphone when instructed to do so in 
a later section). You should start by navigating to the following URL on your desktop/laptop: 

https://aka.ms/mfasetup 

 

NB: The MFA registration process has been tested on the latest versions of the following web browsers: 
Microsoft Edge, Microsoft Internet Explorer 11, Google Chrome and Firefox. For a consistent experience 
during the process we recommend you use one of these web browsers and run it Private Browsing 
Mode: 

 Microsoft Edge: Open the browser then press Ctrl + Shift + P together to open InPrivate mode. 

 Microsoft Internet Explorer 11: Open the browser then press Ctrl + Shift + P together to open 
InPrivate mode. 

 Google Chrome: Open the browser then press Ctrl + Shift + N together to open inCognito mode. 

 Firefox: Open the browser then press Ctrl + Shift + P together to open Private mode. 

 

Step 2: After navigating to the address above you will be asked to ‘Sign In’. You should enter your 
Durham University account username using the format username@durham.ac.uk (as shown in Figure 
5.2.1). 

Figure 5.2.1 

 

You should then click the ‘Next button and you should be presented with the Durham University Single 
Sign On (SSO) page.  

 

https://aka.ms/mfasetup
mailto:username@durham.ac.uk
mailto:username@durham.ac.uk
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Step 3: At this point you should enter your login credentials into the provided username and password 
fields and attempt to login (as shown in Figure 5.2.2).  

 

Figure 5.2.2 

 

 

NB: After logging in an additional dialogue message may appear asking if you would like to ‘Stay signed 
in’ (as shown in Figure 5.2.3). If it does appear select the ‘No’ option. 

 

Figure 5.2.3 

 

 

Step 5: You will then be prompted that ‘Your organisation needs more information to keep your 
account secure’ (as shown in Figure 5.2.4). Select ‘Next’.  

 

 

Figure 5.2.4 
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This will take you to the Microsoft Azure MFA Portal where you will setup your account on your 
Microsoft Authenticator App on your mobile device. 

 

Step 6: From here you will be asked additional security verification questions (shown in bold below 
and in Figure 5.2.5) and the best practice is to answer them as outlined below: 

 

 How Should we Contact You? 

Select ‘Mobile App’ from the first drop down menu. 

NB: Please make sure you choose the Mobile App option only and not any of the other options. 

 

 How do you want to use the Mobile App? 

On this section you should select the ‘Use verification code’ option. 

 

Figure 5.2.5 
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Step 7: You should now click on the ‘Set up’ button. Once you have done this a QR3 code will be 
displayed on your computer screen to use with the Microsoft Authenticator App that you 
downloaded in step 5.1. 

 

Step 8: You should now open the Microsoft Authenticator App on your mobile device. Once the app 
is open, you need to do one of the following: 

 If you have configured your CIS IT account with another Microsoft application on your mobile 
device (such as Outlook) then your account may already appear in the Authenticator app (as 
shown in Figure 5.2.6). If it appears, tap the account in the app and then select the ‘Enable 2-
step verification’ option, then skip to Step 10 in this guide. 

 

Figure 5.2.6 

 

 If no account appears select the ‘Add Account’ option (This may be in the form of 3 vertical 
dots in the top right have corner (as shown in Figure 5.2.7) or possibly a ‘+’ symbol in a similar 
location). 

 

Figure 5.2.7 

 

 

                                                           
3  Quick Response Codes (QR codes) are simply a type of two-dimensional barcode that can only be read 

using smartphones or other devices that are dedicated to QR reading. 
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NB: When opening the Microsoft Authenticator App and adding a CIS IT account for the very first 
time you will be prompted to allow permissions to various functions on your mobile device, choose 
‘OK’ or ‘Allow’ depending on the device you are using during each prompt otherwise the App will not 
work correctly. See Section 3 of the guide for more details on the permissions. 

 

Step 9: Next you should select ‘Work or school account’ from the options provided within the 
Microsoft Authenticator App on your mobile device (as show in Figure 5.2.8). 

 

Figure 5.2.8 

 

 

Step 10: You will be prompted to scan the QR code that is on your computer screen using your mobile 
device. You should move the device to point at the screen and focus the QR code within the square 
that appears on your device screen. Once in focus the QR code will be scanned automatically. Once 
you have successfully scanned the QR code your CIS IT account will be added to your Microsoft 
Authenticator app.  

 

Step 11: Now going back to your computer, click the ‘Next’ button on the computer screen and you 
will be returned to the original page which will refresh after a few seconds and display a message 
that says ‘Mobile app has been configured for notifications and verification codes’. 

 

Step 12: You should now press the ‘Next’ button that appears on the web page on your computer. 

 

Step 13: Now you will be prompted to ‘Enter the verification code displayed on your app’. Go back to 
your smartphone and get the 6 digit code displayed under your CIS IT account (Example shown in 
Figure 5.2.9). Now enter this 6 digit code on the web page on your computer in the box provided. 
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Figure 5.2.9 

 

 

NB: The code automatically refreshes every 30 seconds on the Microsoft Authenticator App so make 
sure you have enough time left to enter the code before it refreshes. Once the code changes the 
previous code is no longer valid. 

 

Once you have entered the code you should click the ‘Verify’ Button. You will be prompted to add in 
a mobile phone number for recovery purposes. This is an optional step. You can either complete this 
section or leave it blank and then click ‘Finished’. If you do provide a number then it can either be a 
work (Durham University) provided mobile phone number or a personal mobile phone number. 

 

At this point, your MFA registration is complete and ready for use with Durham University MFA 
enabled applications. On your computer you should be redirected to the main MFA configuration page 
for your account. You can now close this page along with the Microsoft Authenticator App. 

 

6. Using MFA to access Durham University Applications 

 

This section outlines how to utilise the Microsoft Authenticator App and MFA to gain access to your 

chosen Durham University application. 

NB: Before you can use MFA to access a Durham University application you must first download and 

install the Microsoft Authenticator App (see Section 5.1) and register the CIS IT account you are 

using, with MFA (see Section 5.2), 

 

Step 1: Navigate to your chosen application using your preferred method. This may be typing the URL 
into an internet browser or using a platform such as AppsAnywhere4 to direct you to your desired 
application. 

 

Step 2: Once you have navigated to your desired application you should be presented with the Durham 
University Single Sign On (SSO) page. At this point enter your login credentials into the provided 
username and password fields and attempt to login (as shown in Figure 6.1).  

 

 

Figure 6.1 

                                                           
4 https://appsanywhere.durham.ac.uk/ 

https://apphub2.durham.ac.uk/


10 
 

 

 

 

Step 3: Assuming your credentials are correct you will be asked for a verification code (as shown in 
Figure 6.2). At this point you should open the Microsoft Authenticator App on your mobile device 
and enter the 6 digit code as displayed next to your CIS IT account. You will then be redirected and 
logged into to the application you were trying to access. 

 

Figure 6.2 

 

 

7. Changing to a different Mobile Device 

 

There may be instances where you need to setup MFA on a different mobile device than the one you 

have previously been using, such as when upgrading to a new mobile device. To do this you need to: 

 Install the Microsoft Authenticator App on your new mobile device as detailed in Section 5.1. 

 Register your CIS IT account on your new mobile device as detailed in Section 5.2. 

 Remove your CIS IT account from the Authenticator App on your old mobile device. 
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To remove your CIS IT account from the Authenticator App on your previous mobile device follow 

the instructions outlined below: 

NB: Make sure you have added your CIS IT account to a different/new mobile device using the 

instructions in Section 5.1 and 5.2 before proceeding further otherwise you will lock yourself out of 

your MFA account and be unable to use the service. If this occurs or in the case of a lost mobile device 

you will need to raise a ticket with the IT Service Desk to request a reset of your MFA account details 

before you can register a mobile device with MFA again. 

 

Step 1: Open the Microsoft Authenticator App on your previous mobile device and select the ‘Edit 

Account’ option (This may be in the form of 3 vertical dots in the top right have corner (as shown in 

Figure 7.1) or possibly a ‘+’ symbol in a similar location). 

 

Figure 7.1 

 

 

Step 2: You will be presented with any accounts you have added to the Authenticator app. Look for 

the CIS IT account you wish to remove and select the red cross next to it (as shown in Figure 7.2). 

 

Figure 7.2 

 

 

Step 3: The Remove account notification will now appear, select the ‘Remove Account’ option to 

finish removing the account from the Authenticator app. After this you can now close the app. 

 

Step 4: You now need to un-register your previous mobile device from the MFA service. Access the 

MFA Registration Website by navigating to the following URL on your desktop/laptop: 

https://aka.ms/mfasetup 

https://aka.ms/mfasetup
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NB: As mentioned in Section 5.2 this process has been tested on the latest versions of the following 
web browsers: Microsoft Edge, Microsoft Internet Explorer 11, Google Chrome and Firefox. For a 
consistent experience during the process we recommend you use one of these web browsers and run 
it Private Browsing Mode: 

 Microsoft Edge: Open the browser then press Ctrl + Shift + P together to open InPrivate mode. 

 Microsoft Internet Explorer 11: Open the browser then press Ctrl + Shift + P together to open 
InPrivate mode. 

 Google Chrome: Open the browser then press Ctrl + Shift + N together to open inCognito mode. 

 Firefox: Open the browser then press Ctrl + Shift + P together to open Private mode. 

 

Step 5: After navigating to the address above you will be asked to ‘Sign In’. You should enter your 
Durham University account username using the format username@durham.ac.uk (as shown in Figure 
7.3). 

Figure 7.3 

 

 

You should then click the ‘Next button and you should be presented with the Durham University Single 
Sign On (SSO) page.  

 

Step 6: At this point you should enter your login credentials into the provided username and password 
fields and attempt to login (as shown in Figure 7.4).  

 

 

 

 

 

 

 

mailto:username@durham.ac.uk
mailto:username@durham.ac.uk
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Figure 7.4 

 

 

Step 7: You will be prompted to enter your MFA verification code, open the Microsoft Authenticator 
App on your new mobile device and enter the 6 digit code as displayed next to your CIS IT account. 
You will then be redirected and logged into the MFA Registration Website. 

NB: After logging in an additional dialogue message may appear asking if you would like to ‘Stay signed 
in’ (as shown in Figure 7.5). If it does appear select the ‘No’ option. 

 

Figure 7.5 

 

 

Step 8: At the bottom of the MFA Registration Page you will see a list of mobile devices that have 
been registered with your CIS IT account. Search for the new mobile device that you will now be 
using for MFA. For any other mobile devices listed select the ‘Delete’ option next to them to remove 
that mobile device from your account.  

 

Step 9: Once the old mobile devices(s) have been removed from the MFA Registration Website you 
can now close the webpage and the removal process is now completed. 

 


