
DATA PROTECTION
AND THE UNIVERSITY'S USE OF PERSONAL INFORMATION

1. It is necessary for the University to hold information on current, past and potential students
and employees.  This information is used for administrative purposes including registration
with the IT Service, Library services, allocation of accommodation, and financial payments.
Personal data is also held to enable the University to remain in contact with its Alumni and
past employees and for fund raising and marketing purposes.  In addition, the University
collects and holds data collected via closed circuit television for security purposes.

2 Your registration with or employment by the University is a matter of public record.  The
University publishes the name and college of individuals awarded a qualification.  Members
of staff have their names published in the University Calendar and/or telephone directory.
Student's names are often included in lists posted in departments or Colleges.  Registration
with the IT Service also means that your name, College, computer user name and electronic
mail address will appear in the University's directory which can be accessed from within the
University and from anywhere on the world wide computer network.  In exceptional
circumstances individuals can opt-out of the electronic mail directory.

3. Information on individuals may be disclosed outside the University either at an individual's
request or in furtherance of an individual's interest e.g. confirmation for the Student Loan
Company that an individual is still in attendance in order that he/she can receive his/her
Student Loan.  The University is required to make returns on individuals to the Higher
Education Statistics Agency.  It will also on occasions make available personal information to
other government agencies as required to fulfil its educational mission.  The University is
obliged by law to provide certain information to Council Tax Registration Officers in
accordance with the terms of the 1992 Act. The University may disclose data to other selected
Alumni acting for the University.

4. If your course of study or employment with the University requires a period of study or
employment abroad, it will be necessary for the University to transfer personal data to the
overseas University or employer.  Likewise, specific personal data pertaining to students or
staff required to undertake professional placements as an integral part of their programme of
study or employment will be transferred to the organisation(s) in which they are placed.  This
may require the transfer of personal data outside the European Economic Area.

5. All personal data processed pertaining to students studying the MB,BS Phase I at the
University of Durham will be transferred to the University of Newcastle upon transfer to
Phase II.  In addition, personal data, such as examination marks, allegations of professional
misconduct and student status, will be copied to the University of Newcastle annually for their
records.  Following transfer to the University of Newcastle for Phase II of the programme,
student records will be retained for historical and statistical purposes and to enable staff at the
University of Durham to provide feedback and references for past students should they be
requested.  The information will also be retained for development and alumni purposes.

6. The University may occasionally commission photographs around the campuses or at specific
University events, such as the matriculation ceremony or Congregation, which could include
images of students or staff, for inclusion in its promotional material.

7. The University may distribute promotional material from another organisation which it
believes may be of interest to recipients.  The University does, in certain limited
circumstances, pass on information about individuals who owe the University money to an
external debt collection agency if it has been unable to recover the debt by the normal internal
process.



8. The University routinely logs information about use of IT facilities.  This information is used
for statistical purposes and is an inherent part of effective systems operations.  The University
may also monitor electronic communications to ensure that these systems are being used in
accordance with the University's Regulations (see Policy and Regulations for the use of
University IT Facilities set out in the University Calendar), and specifically to prevent or
detect crime.  All activities comply with the Data Protection Act 1998 and the Regulations of
Investigatory Powers (RIP) Act 2000.

9. Personal data on staff and students are provided by the individual himself/herself normally by
an application form supplemented by additional information at registration or a similar
process. The University will also add additional information following the conditions
specified in its Data Protection Notification.

10. The University is required to obtain information about past criminal convictions as a condition
of employment or prior to offering a place on its programmes.

11. Information on an individual's health may be required as a condition of employment or
admission to certain programmes of study.

12. Certain information on individuals as defined in the 1984 and 1998 Data Protection Acts is
regarded as particularly sensitive data.  This includes race and ethnic origin and physical or
mental health.  The University does hold such information on its staff and students but it is
used for equal opportunities monitoring or for the provision of specific services to individuals.
For example:-

� Administering Sick Pay and Sick Leave Schemes
� Managing the absence control policy
� Checking suitability and fitness for work
� Checking suitability and fitness for course places
� Administering Maternity Leave and pay schemes
� Managing and maintaining a safe environment
� Managing duties and obligations under the Disability Discrimination Act

13. The University has a comprehensive notification with the Information Commissioner.  Details
of its registration can be ascertained from the Information Commissioner's web site at
http://www.dpr.gov.uk/

14. It is a requirement of all students and staff when using or compiling personal data in the
University or using data obtained via the University that all such data and the use of such data
held on computers or in manual filing systems must confirm with the legal requirements of the
Data Protection Acts, be covered by the University's registration under the Data Protection
Acts and conform with the policy outlined above.

15. The following statement is included on behalf of the Higher Education Funding Council for
England:

"Some information on this form and other information held by your institution about you will
be sent to the Higher Education Statistics Agency (HESA).  Your record will be added to a
database which will be passed to the central government departments and agencies and
devolved administrations which require it to enable them to carry out their statutory functions
under the Education Acts.  It will also be used in anonymised form for statistical analysis by
HESA and the above bodies resulting in publication and release of data to other approved
non-statutory users.  These may include academic researchers and commercial bodies.

You may wish to note that your contact details will not be made available to HESA, your
names will not be used or included in its statistical analysis and precautions are taken to

http://www.dpr.gov.uk/


minimise the risk that you will be able to be identified from the data.  Neither statutory nor
non-statutory users of the HESA data will be able to use the data to contact you.

Under the Data Protection Act 1998, you have the right to a copy of the data held about you
by HESA, for a small fee.  If you have any concerns about, or objections to, the use of data for
these purposes, please contact HESA at www.hesa.ac.uk or by writing to 18 Royal Crescent,
Cheltenham, GL50 3DA."

For further information about the University's policy on Data Protection please contact the Assistant
Data Protection Officer (Assistant Registrar), Vice-Chancellor's Office, University Office, Old Elvet,
Durham.

http://www.hesa.ac.uk/

