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Sponsor: Jennifer Sewel Author: Sophie Philipson & Donna Walker 
 
 
Freedom of Information and EU General Data Protection Regulation Individual Rights  
Annual Report 2019 
 
Proposed Resolution 
The University Executive (UE) is asked to: 

1) note the Freedom of Information and EU General Data Protection Regulation Individual 
Rights Annual Report 2019. 

 
Communication 
Status: Paper  Open X Open Internal  Confidential 

Restricted/External  

Communication 
Status: 
Appendices 

Open X Open Internal   Confidential 
Restricted/External  

Freedom of 
Information 
Exemption and 
Rationale 

Paper: N/A 

Appendices: N/A 

 
Previous Consideration by this or other Committee 
IGOG Meeting 16 July 2020 (Paper IGOG-19-21) 
 
Further Committee approval required N/A 
 
Appendices 
Appendix 1 - Summary comparator information for FOI and EU GDPR Individual Rights activity 
2018 and 2019 
Appendix 2 - Statistical comparator information for FOI and EU GDPR Individual Rights activity 
2018 and 2019 
Appendix 3 - Standard process for responding to FOI requests 
 
 
1. Executive Summary 

1.1 This paper provides summary information about the Freedom of Information (FOI) and EU 
General Data Protection Regulation (GDPR) Individual Rights requests received by the 
University during the period 1 January to 31 December 2019. The information is compared to 
the equivalent information from 2018. 

1.2 Also included, for information only, is an outline of our process for responding to FOI requests. 
 
2. Strategic/Policy Context  

2.1 Durham University is defined as a public authority for the purposes of the Freedom of 
Information Act 2000. It is therefore obliged to respond to requests for access to information 
it holds in compliance with this legislation and the Environmental Information Regulations 
2004. All requesters in 2019 applied under FOI legislation. 
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2.2 Durham University is defined as a Data Controller for the purposes of the EU General Data 
Protection Regulation 2016. It is therefore obliged to ensure that it responds lawfully to any 
assertion of the eight individual rights provided for by the legislation. By far the most frequently 
asserted is the ‘right of access’; more commonly known as ‘subject access’. 

2.3 Having good centralised processes in place to manage FOI and GDPR Individual Rights 
requests received by the University supports the delivery of the University Strategy by: 

2.3.1 Ensuring the University meets legislative requirements 

2.3.2 Monitoring FOI and GDPR activity and reporting compliance to UE. 

3. Background and Analysis  

3.1 Trends 

3.1.1 Up until 2016 we were able to use the JISC Information Legislation and Management 
(ILM) Survey to compare and benchmark our FOI activity against those of other HE 
and FE institutions. The Survey is no longer run. From 2017 onwards we have only 
been able to compare our activity against our own data from previous years (see 
Appendices 2 and 3).  

3.1.2 Trends noticeable in Durham University’s data are: 

3.1.2.1 The number of FOI requests received continues to increase year on year, rising by 
9.1% in 2019 to 565 

3.1.2.2 The number of subject access requests (SARs) received under Data Protection 
legislation decreased during 2019. 

3.1.2.3 The type of individual most frequently submitting FOI requests is ‘unidentifiable’ 
and suspected to be influenced by freelance journalists using personal email 
accounts. Journalists are the most frequent submitters of FOI requests where the 
type of individual is known, a trend that continues from previous years 

3.1.2.4 The subject of FOI requests is predominantly ‘student issues and numbers’, followed 
by ‘HR and staff issues’. ’Student issues and numbers’ was the most frequent subject 
of FOI requests during 2019, followed by ‘financial information’ 

3.1.2.5 There were two formal requests to assert one of the individuals’ rights under the GDPR 
that did not constitute an assertion of the ‘right of access’. These were assertions of 
the ‘right to erasure’. 

3.1.3 The University has a Publication Scheme, through which we i n c r e a s i n g l y  
publish information on our website, such as financial information and details of our 
governance. A Publication Scheme is a requirement of the Guidance associated with 
the Act.  Across the sector it is considered unlikely that information available 
within the Publication Scheme signif icantly impacts on FOI requests as 
these are specific and vary from earlier requests. Wherever possible information 
provided in response to a previous request is recycled (subject to appropriate sign off). 
We continue to review the Publication Scheme and work with colleagues to encourage 
publication of greater amounts of statistical data to support key aspects of the 
University Strategy and current areas of focus in the HE sector, such as student mental 
health support and sexual violence and misconduct reporting and investigation. 
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3.2 Process for responding to requests for information 

3.2.1 The University has a well-established process for handling requests for information 
under FOI and data protection legislation. These are coordinated centrally by the 
Information Governance Unit which consists of formal logging and acknowledgement, 
assignment, assistance in collating information and drafting responses, application of 
exemptions and approval by relevant staff. The flowchart for the handling of requests 
under the FOI legislation is indicated in Appendix 3. 

3.3 Internal reviews 

3.3.1 The legislation requires that should an individual be dissatisfied with the response 
received to their request, that this be independently internally reviewed prior to any 
further appeal being submitted to the Information Commissioner’s Office (ICO). The 
University has a well-established formal process for undertaking internal reviews of the 
handling of FOI requests. UE members undertake the reviews and receive support 
from Information Governance Unit. 

3.3.2 In 2019 we received three requests for an internal review; a decrease on the eight 
requests received in 2018. Al l  responses were upheld by the internal reviewer. 
Following receipt of the internal review decision, one applicant appealed to the ICO, 
which is the next stage in the process once the University’s internal review procedure is 
exhausted.  This appeal was closed by the ICO as it duplicated an appeal from 2018 
during which the ICO upheld the University’s decision to withhold information.  

4. Dependencies 

4.1 Compliance with the Freedom of Information Act 2000 and the EU GDPR 2016 is a key 
component of the University’s Information Governance Framework. 

4.2 Effective compliance with the FOI Act 2000 and the EU GDPR 2016 is dependent upon good 
records and information management and the University’s governance and compliance 
culture. 

5. Financial and Resource Implications 

5.1 FOI Act 2000 and EU GDPR 2016 compliance involves a notable amount of staff time to 
provide requested information to the Information Governance Unit and in some cases to 
provide written justification for consideration of an exemption and/or to provide sign off. 

5.2 Internal reviews involve a modest amount of UE members’ time per year. 

6. Risk and Equality, Environmental and Social Impact Analyses 

6.1  Risk Analysis: 

6.1.1 A lack of effective processes for compliance with the FOI Act 2000 and the EU GDPR 
2016 increases the University’s risk of failure to comply with legislative requirements. 

6.1.2 There is a risk that poor records and information management, and poor business 
processes within the University, will cause inefficient processes and incomplete or 
inaccurate FOI and EU GDPR Individual Rights responses. 

6.1.3 There is a risk that Council and Audit Committee do not receive adequate or robust 
assurance of FOI and EU GDPR compliance. 
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6.1.4 Without a broad pool of UE members to undertake FOI internal reviews there is a 
risk that reviews are not undertaken quickly and effectively, leading to complaints to 
the Information Commissioner’s Office (ICO) and more reviews escalated to the ICO. 

6.1.5 There is a risk of reputational damage as a result of complaints or perceived poor 
practice being reported externally. 

6.1.6 There is a risk of action from the ICO and of adverse publicity if FOI and EU GDPR 
Individual Rights requests are not handled well. 

6.1.7 The University aims to provide FOI responses which are proportionate whilst ensuring 
that we remain in compliance with legislation. 

6.2 Equality Analysis: N/A 

6.3 Environmental: N/A 

6.4 Social Responsibility:  

6.4.1 Compliance with the FOI Act 2000 promotes openness and transparency in the 
University. 

7. Consultation  

7.1 N/A 

8. Future Action/next Steps  

8.1 N/A 

9. Further Information 

9.1 Sophie Philipson. 
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Appendix 1 - Summary comparator information for FOI and EU GDPR Individual Rights 
activity 2018 and 2019.  
 
Volume of requests 
 
Durham University received 565 FOI requests in 2019, which was an increase of 9.1% on the 518 
that were received in 2018. The figure continues to increase year on year, almost continuing the 
trend seen up to and including 2016 whereby numbers of requests were increasing by 
approximately 100 per annum. 
 
63 Subject Access Requests were received in 2019, which was a decrease of 33.6% on the 116 
that were received in 2018.  It should be noted, however, that although the number of requests 
has decreased, those requests received following enforcement of the EU GDPR legislation on 25 
May 2018 have been much more wide reaching and complex in nature.  The decrease also reflects 
the University’s sale of the Centre for Evaluation and Monitoring (CEM), as the Subject Access 
Requests that were frequently received from parents of children sitting 11+ examinations are no 
longer received by the University. 
 
We received two assertions of the ‘right to erasure’. These both related to the processing of 
personal data by DARO and both requests were satisfied. 
 
Request trends 
 
Average monthly FOI requests have increased by 4% since last year, reverting to the trend seen 
across all but one (2015) of the previous surveys. In 2019, the average monthly number of FOI 
requests received was 47.1 compared with 43.1 in 2018. 
 
Average monthly subject access requests (SARs) under Data Protection legislation (in 2019) have 
decreased by 32.9%since last year, from 7.9 in 2018 to 5.3 in 2019.    
 
In 2019, no EIR requests were received, nor in 2018 and only one in 2017, suggesting there remains 
little public interest in scrutiny of environmental issues within the higher education sector. 
 
Monthly trends 
 
FOI request rates continue to fluctuate moderately on a monthly basis. The lowest demand was 
seen in June, with 29 requests (June was also the month of lowest demand in 2018) and October 
was the busiest, a month which saw 67 requests received (January had seen the highest demand 
in 2018). There has been a pattern across the years of high demand at the beginning of the 
academic terms. 
 
SAR request rates fluctuate; the highest number (eight requests) received jointly in June and 
September. Two requests were received in January, making this the month with the lowest number 
of SARs received.  
 
Response time 
 
The University’s response time for FOI requests has remained fairly consistent in recent years. In 
2019, 99.6% of requests were answered within the legislative time limit of 20 working days (in 
comparison to 99.4% in 2018). On average, requests are answered in 15 working days. 
 
Statistics for 2019 show that the percentage of SARs receiving a response within ten days has 
decreased from 45.5% in 2018 to 22.2%. Statutory compliance timescales were reduced from 40 
calendar days to one calendar month from enforcement of the EU GDPR legislation on 25 May 2018.  
The reduction in the percentage reflects the complexity of requests and also the need to extend the 
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timescale of particularly complex and high volume cases in three instances, in line with EU GDPR 
provisions.   
 
All SARs received a response within the legislative time limit according to the relevant legislation of 
the time (100% in 2018 also). The assertions of the ‘right to erasure’ were also completed within the 
legislative time limit. 
 
Disclosure rates 
 
The percentage of FOI requests which were answered in full has increased to 64% from 55% 2018. 
The percentage of responses partially withheld due to an exemption has fallen to 6% from 12.8% 
in 2018.  Less than 1% of requests received were withdrawn by the applicant during 2019, which 
echoes 2018. Responses in which information was fully withheld have increased to 11.9% in 2019, 
from 10% in 2018. 
 
Subject 
 
We have continued to use the ‘Subject’ categories used in the JISC Information Legislation and 
Management (ILM) Survey of previous years.1 
 
In 2019, excluding ‘Other’ the top five categories of FOI requests were: 

• ‘Student Issues & Numbers’ (37% 
• ‘HR & Staff Issues’ (14.7 %)  
• ‘Teaching & Assessment’ (9.7 %)  
• ‘Financial Information’ (9.7 %) 
• ‘IT Provision & Use (6.2 %) 
• ‘Management and administration of the Institution’ (5.8%) 

 
In 2018, excluding ‘Other’ the top five categories of FOI requests were: 

• ‘Student issues and numbers’ (27.9%)  
• ‘Financial information’ (16.4%)  
• ‘Admissions’ (10.4%) 
• ‘HR’ (9.8% 
• ‘Management and administration of the Institution’ (5.8%) 

 
FOI requests relating to ‘Student issues and numbers’ have increased steadily over the last thirteen 
years from 0% in 2005 to 37.% in 2019, and continue to represent by far the most common 
category. 
 
Requesters 
We have continued to use the ‘Requesters’ categories used in the JISC Information Legislation 
and Management (ILM) Survey of previous years.2 
 
The most common classification of FOI requester in 2019 was the same as that in 2018, 
‘Information not recorded’ (40.7 %). This was decrease from 51.5% in 2018, and reflects the 
continuing influence of suspected freelance journalists using personal email accounts 

                                                
 
1 Subject categories are: Admissions; Estates and buildings; Student issues and numbers; Commercial activities; 
Teaching and assessment; IT provision and use; Procurement issues; HR and staff issues; Financial information; 
Management and administration of the institution; Animal research; Other. 
2 Categories of requestor are: Commercial organisations; Journalists; Own staff; Own students; Staff, researchers, 
students from other institutions; Information not recorded; Campaigning groups; Local residents; MPs/political 
parties; Members of the public; Trade unions; Other.  
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(Googlemail and Hotmail) to make FOI requests. 
 
Next most common was the category of ‘Journalists’ (28.1 %). This was followed by ‘Commercial 
Organisations’ (8.3%) ‘Staff, researchers and students other organisations 6.5%and ‘Own 
students’ (4.9 %). Requests from ‘Members of the Public was the least recorded with only 0.4% of 
total requests.  
 
The most common classification of individuals submitting SARs was former students, (33.3%), 
followed by Durham University current students (27.9 %), and Durham University staff 
(22.2%%).  Other than 11+ exams, this repeated the trend of 2018,  
 
Exemptions 
The vast majority of exemptions applied to FOI requests in 2019 were the same as those applied 
most commonly in previous years.  
 
Section 21 (information reasonably accessible to the applicant by other means) was the most 
heavily used primary exemption (40%), which can be explained by information being available to 
applicants from the UCAS EXACT service,  followed by Section 12 (exceeds the cost of 
compliance) (24%), then  Section 40 (personal information) (16%), Section 43 (commercial 
interests) (14%), Section 22 (information intended for future publication) (5%) and finally S31 
(law enforcement) (1%). 
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Appendix 2 – Statistical comparator information for FOI and EU GDPR Individual Rights activity 2018 and 2019 
 
Number of FOI Requests Received 
 

Month 2018 2019 
Jan 57 62 
Feb 38 42 
Mar 50 40 
Apr 53 48 
May 35 33 
Jun 26 29 
Jul 48 59 
Aug 51 47 
Sep 33 37 
Oct 54 67 
Nov 40 65 
Dec 33 36 
TOTAL 518 565 

 
Top 5 FOI Subject Matters by Number of Requests 
 

Category 2018 Category 2019 
Student Issues 
and Numbers 

145 Student 
Issues and 
Numbers 

209 

Financial 
Information 

85 HR and 
staff issues 

83 

Other 67 Teaching 
and 
assessment 

55 

Admissions 54 Financial 
information 

55 

Management & 
Administration 
of Institution 

30  IT provision 
and use 

35 

 
 
 
Top 5 Categories of FOI Requestors by Number of Requests 

 
Category 2018 Category 2019 
Information not 
recorded 

267 Information not 
recorded 

230 

Journalists 102 Journalists 159 
Staff, Researchers, 
students from other 
institutions 

44 Commercial 
Organisations 

47 

Commercial 
Organisation 

36 Staff, Researchers, 
students from other 
institutions 

37 

Own Students 27 Own Students 28 
 
FOI Response Times by Number of Requests (NB Not including 
requests where applicants have withdrawn or failed to provide 
clarification on requests and therefore the requests have not been 
progressed) 
 

Time 2018 2019 
1-5 days 25 28 
6-10 days 47 54 
11-15 days 110 87 
16-20 days 312 368 
More than 20 days 3 2 
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Appendix 2 (cont.) Number of SARs Received 
 

Month 2018 2019 
Jan 6 2 
Feb 2 5 
Mar 12 4 
Apr 7 6 
May 1 7 
Jun 9 8 
Jul 3 4 
Aug 10 6 
Sep 10 8 
Oct 14 6 
Nov 15 3 
Dec 6 4 
TOTAL 95 63 

 
 
 
 
 
 
 
 
 
 
 
 

Top 5 Categories of SAR Requestors by Number of Requests 
 

Category 2018 Category 2019 
Parents (11+ exams) 42 Former student 21 
Own students 23 Student 17 
Own staff 13 Own staff 14 
Lawyers 5 Job applicants 4 
Job applicants 4 Prospective students 3 

 
 
Challenges 

• Volume of requests active at any one time 
• Lack of clarity of requests 
• Decreased statutory compliance deadline for completion 

of SARs. 
• Lengthy, highly detailed FOI and SAR requests 
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Appendix 3 
 

 
 
NB:  A separate process exists for handling FOI requests regarding animal experimentation.  
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