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                                 Shaped by the past, creating the future  
 
 
IT Steering Group Annual Report 2011/2012 

Summary/Highlights 

1. During 2011/12 there have been a number of significant developments which will 
benefit student experience, research and teaching.  These include: 

• Preparation for launch of the new student email service in Michaelmas term 
2012, which will provide enhanced services to students; this followed a 
significant and very productive consultation exercise with students. 

• Upgrades of the network connection to JANET (the UK’s Joint Academic 
Network), providing a 4-fold increase in bandwidth and speed of throughput 
for students and staff. The bandwidth usage will be reviewed during 2013 and 
a further upgrade planned as required.  

• Extended service support for all users with the implementation of extended 
core working hours for CIS, with the Service Desk open 8am-6pm, and an on-
site presence by the major support teams from 8am. 

• Delivery and ongoing support of the database to support REF 2014, and 
preparatory work for the development of a Research Administration System. 

• Implementation of Eduroam, the secure, world-wide roaming access service, 
to enable internet connectivity for staff and students when visiting any 
participating institution. 

• Upgrades to the wireless system to increase resilience and performance.  

• Enhanced facilities for researchers using High Performance Computing 
through the completion of an upgrade to the Hamilton system.   

• Process reviews (LEAN) now in place for major application system upgrades 
leading to more efficient processes and less customisation of the software 
packages. 

• Design and installation of IT facilities to the Gateway programme, 
incorporating Palatine Centre, Library, and Mountjoy moves plus termination 
of IT at Old Shire Hall and rerouting of cabling on Old Elvet. 

IT Governance, Strategy and Plan 

2. The current IT Strategy runs to the end of 2012.  Earlier this year, a new draft IT 
Strategy was issued for consultation across the University.  The draft strategy 
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has been revised following feedback and a final version is due to be agreed by 
UEC by the end of the year. Prioritisation of the IT plan for 2012 onwards will 
accompany the new strategy.  IT governance arrangements are also under 
review as part of the IT Strategy development.  

3. In 2011/12, the ITSG produced quarterly reports for UEC and Audit Committee.  
The sub-groups of ITSG, IT Users Group (ITUG), Advanced Computing Foresight 
Group (ACFG) and IT Programme Board (ITPB) have continued to meet and 
report on a regular basis to ITSG.  

4. The ITPB reports key risks relating to the IT project portfolio, and has highlighted 
the need for the IT Strategy and Plan to address the risks relating to the quantity 
and volume of projects undertaken, and to ensure correspondence between 
planned activity and available resource. 

5. There has been good progress on the development of health and safety risk 
assessment processes with Estates and Buildings, including a new collaborative 
practice for network cabling.  

Projects and Service Developments 

6. UIP has continued to deliver through the Communications Infrastructure Upgrade 
(CIU) and Security Hardening (SHP) Projects.   

Unified Infrastructure Programme (UIP) 

7. As a result of discovery work undertaken through the SHP, a revised approach is 
being developed to the broader infrastructure work.  It is recognised that it will 
take too long and prove too disruptive to adjust the existing infrastructure to 
achieve the level of resilience and responsiveness required to support world-
class research and teaching, and that a step change is required.  This is a 
challenge that has been shared by other HEIs, and we have valuable information 
from visiting 2 other Universities who have addressed it. This will inform a 
business case for a significant technical architecture project in 12/13 which will 
incorporate outstanding elements of the existing Unified Infrastructure 
Programme, encompassing the work on data centres and disaster recovery. 

8. In the interim the existing DR contract is being replaced with a similar contract 
which can restore key services in the event of disaster affecting the University’s 
main machine rooms.   A successful DR test was carried out in March, invoking 
the consolidated contract for the CIS and DUCAS machine rooms. 

9. The SHP has reached milestones for delivery in all seven work-streams: 

Security Hardening Project (SHP) (part of UIP) 

10. Network Hardening 

• This is delivering new hardware and procedures to improve the security of the 
University network.  A new firewall will be implemented by the end of 
September, and other hardware by the end of 2012 including a VPN to enable 



3 

secure remote access to the University network. It has also delivered a 
Network security review contract which incorporates regular health checks, 
compliance with data security standards for payment cardholder information, 
regular testing to simulate hacking attacks in order to identify potential system 
vulnerabilities, and reputation monitoring. 

11. Server/Desktop Hardening 

• Encryption is now available as standard for all staff laptops provided through 
the managed desktop service on both Windows 7 and Mac platforms, and 
advice is provided for Linux users.  Encrypted USB sticks are also available 
from the IT Service Desk. 

• A new anti-virus solution has been implemented for all managed student 
desktops (in classrooms and lecture theatres) and CIS staff machines. It will 
be fully rolled out by the end of 2012, giving the University a single anti-virus 
solution. 

12. User Account Management 

• The new University-wide password policy has been implemented, also 
incorporating automatic timeout and account lockout. 

13. Email 

• Following an extensive consultation exercise with students, Office365 was 
selected as the new student email service and this is due to go live during the 
Michaelmas Term. 

• All CIS-managed email users have been migrated to Exchange 2010, and roll-
out to DUCAS users is due to complete by the end of 2012.  This enables 
calendar sharing for staff across the University, as well as providing improved 
performance and online functionality. 

14. Communication 

• Clear and concise security information and guidance has been published 
within the CIS website.  A security awareness campaign, using more 
promotional materials, will take place in the Michaelmas term.  

15. Policy 

• A comprehensive IT security policy following the UCISA Information Toolkit is 
being delivered. The over-arching Electronic Information Security Policy and 
the following sub-policies have been agreed: Mobile Computing, Teleworking, 
Cryptography/Encryption, Passwords and Account Lockout.  Further sub-
policies are in development for approval in 2012. 

16. Web 

• A new sub-domain, community.dur.ac.uk, has been created to house personal 
web pages separately to the secure content management. Work to fully 
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separate community.dur.ac.uk from the main University website is scheduled 
for end of 2012. 

Status: In progress End date: December 2012 

17. The CIU Project is replacing and upgrading the University's Core Data Network 
and wireless network, and implementing a new phone system using IP telephony. 

Communications Infrastructure Upgrade (CIU) (part of UIP) 

18. A new core wireless solution has been deployed in the new Palatine Centre and 
Wolfson extension, and the phased replacement of the existing wireless provision 
across the University is under way. A proposal is being drawn up for a wider roll-
out of wireless across the University. Already Eduroam has been implemented, 
enabling internet access via the local wireless network at any participating 
institution.  Members of Durham University can now use their CIS username and 
password to access the wireless network when visiting participating institutions 
across the UK, Europe as well as some locations in Canada and Asia. 

19. An additional 1GB link to JANET was installed in May.  A second upgrade to 
4GB, took place in September following implementation of the new firewall, and 
investigation of a further increase is under way.  A new improved 100MB 
communications link has also been installed between the Science Site and 
NetPark. 

20. The DUCAS network has been upgraded to bring it in line with CIU standards. 

21. Network remediation and roll out of IP telephony continues to be on hold pending 
processing of the backlog of clearance requests for intrusive work.   

Status: In progress End date: December 2013 

22. The MIP commenced early in 2011 and comprises three projects: Data 
Warehouse (DW), an Operational Data Store (DODS), and a Research 
Management Information System (RMIS).   

Management Information Programme (MIP) 

23. A major focus for RMIS in 2011-12 has been the successful development and 
implementation of the database to support all stages of the University’s 
submission for REF 2014.  REF support continues with the further development 
of the submission system.  

24. The specification for a Research Administration System has been developed. 

25. The Research Grant Application Costing Tool element of RMIS is due to be 
operational by December 2012. A secure solution for external access has been 
identified and is being piloted. 

26. A new research equipment database has been developed and is due to be 
launched as an internally-searchable database in October.  Further development 
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will make this a nationally searchable database, in line with a requirement from 
the RCUK. 

27. Development of the Data Warehouse is currently on hold, and activity is focussed 
instead on addressing cross-application reporting requirements. 

28. The main deliverable of the DODS project is a replacement for the dund system, 
which is the University’s primary store for user account information, and 
development for this is progressing.  

Status: In progress End date: Various for the different elements, overall by 
December 2013 

29. SEP Phase 2 covers online module registration, and looks at linked processes 
such as curriculum development and timetabling and Banner functionality such 
as Gradebook; plus the range of policies and procedures in place centrally and 
within departments which interact with these areas.  

Student Enrolment Project (SEP) Phase 2 

30. Work completed in the last year: 

• A new Web Data Collector for timetabling is live and in use so departments 
can input their future timetable requirements 

• Programme Catalogue (an add-on for Banner) is now in use by the Academic 
Office, enabling the University’s programme regulations to be viewed as a set 
of web pages. 

• Gradebook is now available within Banner and training has been provided to 
staff.  Further work on configuration is required before go-live. 

• The interface between Kinetic and Syllabus+ is live, providing a link between 
the room booking systems used by Timetabling and that used by Event 
Durham. 

• Current curriculum development, marks entry and results publication 
processes have been mapped and work begun to draft revised processes. 

31. Further work on the project has been re-planned and is being taken forward 
within five areas: 

• Curriculum Development (SEP Phase 2-1), to make better use of functionality 
available within Banner, and agreement of revised curriculum development 
processes.  

• Module Registration (SEP Phase 2-2), focussing initially on implementing an 
electronic ‘Change of Registration’ process by May 2013 to streamline the 
process by which students can change their programme and/or modules. 

• Timetabling (SEP 2-3), with implementation of interfaces between Banner and 
Syllabus+, and investigation of Scientia Enterprise to establish whether the 
University would benefit from adopting this new version of the software. 
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• Personal Timetables (SEP2-4), which will enable students to view their 
individual timetable and follows on from work undertaken in the other phases. 

• Gradebook (SEP2-5), developing marks entry and results publication 
processes to utilise this functionality within Banner. Development, set-up and 
training of Gradebook is being planned with a view to enabling parallel 
running of assessment marks entry in May and June 2013. 

Status: In progress End date: April 2014 

32. The new CIS became fully operational in September 2011, bringing together core 
and local IT support. 

IT Organisation 

Status: Complete   

33. CIS managed requirements definition and installation for all IT elements of the 
Gateway Project and supported staff moves to the new and refurbished buildings.   

Gateway 

34. Occupation of the refurbished Mountjoy Centre was successfully completed in 
September 2011 and Library Level 2 refurbishment was completed in October 
2011, including network upgrade, new access control gates and new public 
information displays. 

35. All network, AV and PC equipment was installed in the new Library extension in 
time for handover to the University in April 2012.  Installation of network in the 
Palatine Centre was on time for staff occupation, despite a significant delay in 
commencement of work due to late completion of the rooms and environment. 

36. The Multi-disciplinary High Performance Computing Facility upgrade project 
replaced half of Hamilton in accordance with the planned 2-yearly refresh cycle.  
This ensures that our HPC facilities are maintained at the standard required to 
support world-leading research, as well as improving reliability and energy-
efficiency of the system.  

Hamilton 

37. The upgrade was signed off in July 2012, following resolution of issues which 
appeared following initial installation and requiring escalation with the supplier.   

Status: Complete 

38. The ESR project will implement a new Estates Management System and will 
facilitate the combination of three currently separate databases into a single, 
comprehensive building and asset database. 

Estates System Replacement (ESR) 

39. Following work to prepare the tender and assess bids, the contract for the new 
system was awarded in June 2012. Preparatory work is now being undertaken, 
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including data cleansing prior to populating the property data into the new 
system, mapping current business processes and a Business Analysis day with 
the suppliers which will decide the configuration for the new system and how 
workflow will be set up. 

Status: In progress End date: December 2013 

The People+ Project is a change programme to modernise University HR and Payroll 
processes, introducing effective and efficient procedures throughout the University 
supported by software that meets current business needs and interfaces with other 
University software. 

People+ 

A full requirements analysis has been undertaken to produce a business and IT 
specification for the new HR/Payroll system, and the project is now in the 
procurement stage. It is expected that contracts will be in place with a selected 
supplier by March 2013, then the Implementation Phase will begin with the aim of 
having the core functionality (HR Core and Payroll) installed and ready for parallel 
running by April 2014. 

Status: In progress End date: TBC 

From September 2013, UCAS will no longer provide institutions with hard copies of 
applications, and the EDT Phase 3 project will enable UG Admissions to move to a 
paperless process for the receipt of UCAS applications. 

Electronic Data Transfer (EDT) Phase 3 

A pilot of new functionality within Banner will take place with all colleges and 
selected departments from October 2012, and lessons learned from this will inform 
full implementation in October 2013. 

Status: In progress End date: October 2013 

40. Work commenced in May 2012 to upgrade the Oracle Financials application in 
order to take advantage of new functionality and maintain our Premier support 
agreement. The underlying database will also be upgraded as part of this project. 
An  assessment of the Oracle Financials environment has been conducted by the 
project partner  and remediation work continues around the extensive 
customisations which have been made to the existing application.  Pre User 
Acceptance Testing is scheduled to due to commence in November 2012 for a 
period of 4 weeks. 

E Business Suite - Oracle Financials Upgrade 

 Status: In progress – End Date: May 2013 

Software Asset Management 
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41. A discovery toolset has been rolled out across the University and is now being 
used by almost all departments to gather both data on the software installed on 
networked University devices, and hardware data. This data populates an asset 
management database to provide information on all the University’s software and 
hardware assets, including software licence agreements and documentation.  
This work will enable both better monitoring of compliance and rationalisation of 
software assets. 

42. A project to virtualisation servers in the DUCAS machine room completed in 
November 2011.  Following this, power use for the machine room has reduced 
from 65000W to 15000W, a saving of nearly 80%. 

DUCAS Server Virtualisation 

43. A number of other IT-related projects have also progressed which are being run 
elsewhere in the University with input from CIS.  These include 

Other projects 

• the EPoS / E-Commerce Project which has implemented Electronic Point of 
Sale (EPoS) solution into the catering services and various University owned 
retail outlets and successfully launched a new e-Commerce website 

• the Eprocurement project which is introducing an electronic workflow solution 
into the procurement to payment process, and is currently piloting the new 
system in selected departments.   
 

44. A range of activities requiring IT support are initiated in departments and staff 
supporting core and local services work closely together to develop and 
implement solutions.  Significant activities in 11/12 include: 

Academic IT Teams 

• The IT Team at Queen’s Campus supported the commissioning and 
occupation of the new Wolfson extension which enhanced the Business 
School presence and established the GP training facilities. The team now 
provides ongoing IT support and provision for this expansion of Faculty 
activity. 

• The risks identified by Business Assurance for the NOMIS group were 
addressed to the satisfaction of the external group who award the contract. 

• New network connectivity at Ushaw College was installed and the IT team 
support model has been adjusted to cater for the temporary re-location of 
Business School staff while the Durham site is developed.  

• Installation of a new communications link to Science Learning Centre NE and 
migration of IT provision for the Centre from independent services to core 
services provided by the University.  This has proved to be a resilient solution, 
ensuring minimal disruption during recent power outages affecting the 
location.  Dedicated IT support is also being provided for the Centre from 
within Academic IT Team. 
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• A pilot of the Kaltura video streaming service in selected departments, which 
will assess the suitability of the solutions for wider adoption by the University. 

• Development of joint library/IT support, especially for students, with a new 
joint Library and CIS service desk post in place at Queen’s Campus, and a 
similar post being trialled at Durham. 

• Integration of support for DUCAS users and other departments within 
Professional Support Services. 
 

45. A new eLearning Summer Camp was held in September, attended by over 30 
staff; it provided a forum for staff presentations about successful online learning 
and some hands-on experience using new tools.   

Learning Technologies 

46. A new version of the Library Resources tool in duo that provides links to reading 
lists has been implemented. It offers improved support for items scanned under 
the Copyright Licensing Agency license and usage figures for these resources, to 
record learn which items are being used and when. 

47.  A new Module Outline tool has been implemented in duo, which displays data 
pulled from the Faculty Handbooks, ensuring a common description is used. 

 


