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Use this document: 
 To determine the circumstances and procedures under which access may be granted 

to information (including emails) in an individual’s IT account. 
 To determine what information may be logged relating to IT use, including internet 

and email, and how this information is treated.  

1.0 PURPOSE 
This document outlines the circumstances in which it is permissible for the institution to access 
information stored in User Accounts, or to monitor use of IT Facilities including internet use. 

The University respects the privacy and right to freedom of expression of individuals who use 
the IT Facilities, and those whom they correspond with or about.  However, there are 
circumstances where there is a legal requirement or demonstrable business need to review, 
monitor or intercept individuals’ electronic information or online activity.  The University will not 
undertake monitoring of the use of IT Facilities by a specific individual (Targeted Monitoring) 
or provide access to information in a User Account on its IT Facilities (Information Access) 
except for specific purposes as identified in this policy. 

Staff, students and any other users should be aware that use of IT Facilities, including internet 
and email use, may be logged and monitored, and that the University may access electronic 
information, whether stored or in transit. This is in order to comply with the law and applicable 
regulations and to ensure appropriate use of the University IT systems. Any such activity will 
comply with applicable UK legislation. 

2.0 SCOPE & RESPONSIBLITIES 

2.1 When this policy applies 
This policy applies to the use of all University IT Facilities, and to files and communications 
stored on any University IT Facilities. 

For avoidance of doubt, this applies to information associated with personal and non-personal 
user accounts, and includes but is not limited to:  

 Email files, including student email; 
 Files contained in individual storage allocations (e.g. J: drive) associated with user 

accounts issued to staff, students, and other authorised users; 
 Internet use, when using the University network, wi-fi or JANET connection. 

2.2 Who this policy applies to 
This policy applies to all individuals or organisations that connect to or use the University’s IT 
Facilities. These include but are not limited to the following:  

 University employees;  
 Students;  
 Any other individual who may access University IT Facilities, such as retired staff, those 

holding honorary University titles, visitors, contractors, college mentors, agents, unpaid 
workers and volunteers. 

2.3 Who has specific responsibility 
The Chief Operating Officer (COO) is responsible for ensuring that Information Access and 
/ or Targeted Monitoring is authorised in accordance with this policy, and that an appropriate 
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written record of authorisation is kept.  This responsibility may be delegated in line with the 
procedures detailed in Appendix A. 

Any person authorised to undertake Information Access or Monitoring is responsible for 
ensuring that the activity is carried out in accordance with this policy. 

System administrators are responsible for ensuring that system logs are kept secure and 
that any access granted is in accordance with this policy.  

All IT staff are responsible for ensuring that activities undertaken in the course of their general 
duties comply with this policy.   

2.3.1 Responsibilities of Third Parties with access to IT systems 
The University may appoint third parties to review the operation of its IT Facilities, who may 
access system logs and other information relevant to such review.  Any third parties appointed 
to undertake such activity will be bound by appropriate confidentiality clauses and data sharing 
undertakings.  

3.0 CONSENT 
Use of University IT Facilities constitutes consent by the user that their activity may be logged 
and / or monitored, and that information in their user account may be accessed and processed 
in accordance with this policy.  

3.1 Use of IT Facilities for personal activities 
While the University permits personal use in line with the IT Regulations, users should be 
aware that if they use University IT Facilities for personal activities, this may result in personal 
information becoming visible to IT Staff in the course of Operational Activity, or to authorised 
staff in the event that their account is accessed or targeted investigation is undertaken (see 
section 7).  

In particular, users should be aware that if their online activity is monitored, this may have the 
potential to reveal sensitive data about them based on their use of online sites.   

By using University Facilities for personal activities, users consent to the University viewing 
and / or processing such sensitive data about them that may be revealed in such 
circumstances. 

Users who do not consent must take responsibility for the maintenance of their own personal 
privacy by not using University systems for this type of personal activity. 

4.0 INFORMATION ACCESS AND MONITORING BY THE UNIVERSITY  
Information Access or Targeted Monitoring shall only be authorised for one or more of the 
following reasons: 

1. to ensure the operational effectiveness of the service; 
2. to prevent and detect crime; 
3. to establish the existence of facts relevant to the business of the institution;  
4. to investigate or detect unauthorised use of the systems; 
5. to ascertain compliance with regulatory or self-regulatory practices or procedures 

relevant to the University's business; 
6. to ascertain or demonstrate standards which are achieved or ought to be achieved by 

persons using the system; 
7. to monitor whether or not communications are relevant to the business of the 

University, accepting that personal use in accordance with the IT Regulations is 
permitted. 

The following activities must not be undertaken without either explicit consent from the account 
holder or written authorisation from the Chief Operating Officer or delegate: 
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 Accessing information in user accounts (Information Access); 
 Targeted Monitoring of the use of University IT Facilities, except where it is part of 

Operational Activity (see section 6).  

Procedures for obtaining and recording consent or authorisation are set out in Appendix A and 
must be observed. 

Monitoring and Information Access must only be undertaken by authorised members of staff.  
Unauthorised Monitoring or Information Access is a breach of University regulations and may 
also be illegal; such activities may therefore lead to disciplinary and/or legal action. 

Activity Logs relating to use of University IT systems, and copies or records of any information 
accessed under this policy, must be managed in accordance with the University’s Information 
Security and Records Management Policies. 

Any access to electronic information or investigation of IT use must comply with relevant UK 
legislation.  

5.0 LEGAL REQUESTS FOR INFORMATION  
By law, a number of non-institutional bodies/persons may be allowed access to user 
information in certain circumstances. For example, information may be requested as part of 
legal proceedings including Freedom of Information Act, Data Protection Act (section 29), or 
Regulation of Investigatory Powers Act.   

Where the University is compelled to provide access to information by virtue of a Court Order 
or other competent authority, the University will provide reasonable assistance and will 
disclose information in compliance with the law.  

Any other legal requests from non-institutional bodies/persons shall be sanctioned by the COO 
or delegate, and should be referred to the University’s Information and Data Protection team 
in the first instance. 

6.0 OPERATIONAL LOGGING, SCANNING AND MONITORING  
Use of University IT Facilities, including network access, internet usage, email usage and 
telephone usage, generates an audit trail, or log of activity.  Information that may be logged 
includes but is not limited to, date, time and duration of access, source and destination.   

6.1 Operational Monitoring  
Activity Logs will be inspected by IT staff as part of normal Operational Activity, for reasons 
including:  

 to investigate anomalous operation of the IT Facilities and to ensure the service is 
operating correctly; 

 to diagnose and / or resolve a service problem;   
 to investigate unauthorised access or other potential security breach; 
 to enable to the University to respond to a regulatory or legal requirement such as a 

Freedom of Information request. 

This may include inspection of logs relating to a particular account; for example, email logs 
relating to a particular account may be reviewed if there is reason to suspect that the account 
has been compromised and is sending spam. 

Operational Monitoring may be carried out without recourse to the procedures set out in 
Appendix A.  However, if monitoring undertaken in these circumstances reveals information 
which gives reasonable grounds to suspect breach of University regulations, policy or contract 
of employment, authorisation must be sought as set out in Appendix A before any further 
investigation is undertaken. 
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6.2 Email scanning  
Incoming and outgoing email will be scanned in an automated fashion for spam and malware. 
Email content is not otherwise routinely monitored.  

Any email identified with a very strong spam score will be discarded prior to delivery to the 
user’s mailbox.  Attachments identified as a potential security risk may be removed. 

6.3 Access to web sites 
All individuals are responsible for ensuring that their internet use is compliant with University 
regulations and the law.  Access to web sites is not normally blocked. However, the University 
reserves the right to block access to web sites where it is deemed necessary, for example for 
legal or compliance reasons, or to protect users or the University. 

Individuals who need to access web sites that might be subject to provisions of the Counter-
Terrorism and Security Act 2015 are reminded that the University has procedures for 
approving and managing such access which must be observed (see IT Regulations).  

6.4 Network scanning 
The University reserves the right to conduct scans of the network in order to determine what 
devices are connected to it and what network services are running on the device.  If there are 
reasonable grounds to believe that a device connected to the network may present a security 
risk or contravene the IT Regulations, CIS may take action to prevent the device connecting 
to University infrastructure until the issue is resolved.   

The University may also conduct (or commission from third parties) penetration tests or 
vulnerability scans in order to identify potential security weaknesses.   

7.0 INCIDENTAL ACCESS TO PERSONAL INFORMATION 
Information recorded in system logs may identify an individual user and show, for example, a 
website or document that a user has been viewing and the time spent browsing.  Such 
information may be viewed incidentally by IT staff in the course of operational activities. 

Other routine computer service tasks will involve IT staff having access to various levels of 
user-identifiable information.    

Such incidental viewing of personal information by IT staff will not constitute a breach of this 
policy.  Information viewed incidentally may be used to support a case for an authorised 
investigation where such information gives reasonable grounds to suspect breach of 
University regulations, policy or contract of employment (for procedure see Appendix A). 

7.1 Personal information in User Accounts 
When undertaking Information Access, the University will not intentionally access information 
considered to be, or marked, “personal” or “private” but reserves the right to do so:  

 If there are credible grounds to suspect that they may reveal evidence of any unlawful 
activity, including instances where there may be a breach of University policy 
constituting gross misconduct; 

 Where there is reason to suspect a file that contains harmful material such as a 
computer worm or virus; or 

 Where the law requires it (see section 5.0). 

8.0 COMPLIANCE 
Any unauthorised attempt to monitor the use of University IT Facilities or to access other users’ 
information constitutes a breach of IT Regulations. If you are found to have breached the 
regulations, the University reserves the right to consider your case in accordance with the 
relevant University disciplinary regulations. 
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9.0 APPENDIX A: PROCEDURES FOR INFORMATION ACCESS 
AND AUTHORISED INVESTIGATION OF IT USE  

Refer to this section if you are: 
 Initiating a request for access to a User Account or for a targeted investigation 
 Authorising a request for access to a User Account or for a targeted investigation 
 Carrying out access to a User Account or a targeted investigation 

9.1 Authorisation  

9.1.1 Consent for access to an individual’s account 
Except in cases where, in the reasonable judgement of the University, seeking consent from 
the individual concerned would be likely to prejudice an investigation, the individual concerned 
will be contacted by the appropriate authority as defined in 9.1.3 and consent sought for 
access to specific information. The individual must be informed of the purpose for access, 
which must be one or more of the permitted circumstances stated in section 4, and a record 
of consent kept. 

9.1.2 Access to an individual’s account without consent 
If consent cannot be obtained given reasonable effort, is unreasonably or unlawfully withheld, 
or if by seeking consent an investigation would be likely to be prejudiced, then the Appropriate 
Authority must decide whether access should be granted without consent.  Where the decision 
is taken to proceed, access must be authorised by the Appropriate Authority in accordance 
with the procedures set out below. 

9.1.3 Authorisation for access or investigation 
The Chief Operating Officer (COO) shall authorise Information Access in cases when access 
is required and consent is not obtained (see 9.1.2), and any Targeted Monitoring which is not 
part of Operational Activity (see 6.1).  This authority shall normally be delegated as follows:  

 To the Academic Registrar, or in his/her absence to the Deputy Academic Registrar, 
in cases involving students. 

 To the Director of Human Resources, or in his/her absence to the Deputy Director of 
Human Resources in cases involving members of staff or any other users. 

Authorisation must: 
 Be given in writing, and a written record kept;  
 State the permitted circumstance(s), which must be one of the circumstances listed in 

section 4; 
 State the explicit purpose for Monitoring or Information Access, including details of the 

scope of the monitoring to be undertaken or what information is to be sought; 
 State the duration for which authorisation for monitoring and / or access to the account 

is granted (where applicable); 
 State reasons why consent was not obtained; 
 Name the individual(s) authorised to carry out the Monitoring or Information Access. 

Only individuals explicitly authorised to carry out Monitoring or Information Access may do so, 
and the Appropriate Authority is responsible for ensuring that they receive written confirmation 
of such authorisation. 

The person given authorisation must: 
 Access only the relevant information and must not undertake monitoring outside the 

scope of the authorisation given.  All information accessed must be treated as 
confidential and only disclosed in accordance with due process.  
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 Obtain continued authorisation before continuing to monitor or access the account 
beyond the duration of the initial authorisation, where monitoring of or access to a 
particular account is required for a period of time   

9.2 Absence of an individual 
Where an individual is absent from work, access may be required to that individual's IT account 
for a specific reason (for example to access information required to meet the deadline for a 
regulatory or legal requirement).  In such cases, consent for access will be sought from the 
individual concerned if possible; otherwise authorisation for access must be obtained as set 
out above. 

After the necessary information has been retrieved, the password to the absent individual's IT 
account will be reset and the new password will be communicated only to that individual. 

9.2.1 Death in service 
In the event of death in service, the account of the deceased individual may be accessed by 
the University for business reasons.  Access must be authorised in line with the procedures 
set out in 9.1.3.  Any other requests for access will be considered on a case-by-case basis 
and access granted only in exceptional circumstances.   

9.3 Suspected Breach of Regulations, Policy or Contract 
Where there are reasonable grounds to suspect that University IT Facilities are being used in 
breach of the University’s regulations, policies, standards or procedures, or of contract of 
employment (or engagement), authorisation for an investigation must be sought in accordance 
with section 9.1. 

In the case of suspected illegal behaviour, the User Account and any associated hardware or 
peripheral devices may be frozen (and quarantined) pending further investigation by internal 
University staff or third parties, such as the police. 

The relevant information shall be reviewed by the Appropriate Authority to assess whether a 
breach has occurred, and where necessary the individual concerned shall be referred to the 
appropriate University representatives to be dealt with in accordance with the appropriate 
University procedures.  

If the information accessed does not uncover any breaches that warrant further investigation 
then any information created or copied as part of the investigation must be deleted after a 
period of 28 days or, exceptionally, another pre-defined period where deemed appropriate for 
the particular circumstances.  

9.4 Protection and Retention of information 
Any information created or accessed under this policy must not be disclosed to unauthorised 
individuals and must be handled in accordance with the University’s Information Security 
Classification Scheme. 

Copies or records of information accessed under this policy must be retained only for as long 
a period as is deemed necessary for the specific purpose and in line with the University's 
Records Retention Schedule.  
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DEFINED TERMS 
Activity Logs are a by-product of many IT based systems.  In general, activity 

logs record that a user undertook an activity rather than the 
content of the activity e.g. that an e-mail was sent from A to B, 
but not what the content of the e-mail was. 

Appropriate Authority The senior member of staff who can authorise Information 
Access or Targeted Monitoring as set out in 9.1.3.  

CIS Computing & Information Services 
Information Access The method by which information held in a User Account is 

accessed and examined on behalf of the University by someone 
other than the account holder.   

JANET The UK’s Joint Academic Network, provided by JISC.  JANET 
connects UK Universities (and other educational institutions) 
together and provides onward connectivity to the Internet. 

Monitoring The process of examining activity logs and/or inspecting the 
content of an activity for a specific purpose. 

Operational Activity Activity which is necessary to maintain the normal operation of 
the University IT Facilities, or to provide such reports on the use 
and operation of University IT Facilities as are required in the 
course of normal University business. 

Operational Monitoring Any monitoring, including Targeted Monitoring, which is 
required as part of Operational Activity. 

Targeted Monitoring The process of focussing monitoring activities on an individual 
user. 

University IT Facilities All IT Facilities provided for authorised users, whether owned or 
hired by the University, or provided by other organisations as a 
result of a contract or other arrangement with the University.  
This includes IT Facilities purchased through research grants or 
other funding obtained under the auspices of the University. 

User Account Any University IT account, whether personal or non-personal, 
assigned to a specific individual. 
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