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1.0 PURPOSE 
Encryption provides an enhanced level of assurance that information, while encrypted, 
cannot be viewed or otherwise accessed by unauthorised parties in the event of theft, loss or 
interception. Encryption must be used to protect valuable University information and 
University IT Facilities. 

2.0 SCOPE 

2.1 When this standard applies 
This standard outlines the technical requirements for encryption where encryption is 
mandated by the Information Security Classification and Handling Standard, the Network 
Security Standard or the Systems Acquisition, Development and Maintenance Standard.  

2.2 Who needs to comply with this standard 
Anyone who is implementing encryption.  

3.0 ENCRYPTION STANDARD 

3.1 Known Secure Encryption 
Refer to the tables below when selecting known secure encryption properties for University 
IT Facilities for your particular use case.  

Key: 

Legacy – If specified should be replaced in existing deployments and must not be used in 
new deployments. 

Future – If specified must be used for new and future University IT facilities. 

3.1.1 Secure Shell (SSH) 
SSH provides a secure channel between computers, for example for secure remote 

administration or secure file transfer. 

SSH - Encryption and MAC Algorithms - Suitable for future use 

AES128-CTR WITH HMAC-SHA2-256 OR HMAC-SHA2-512  

AES192-CTR WITH HMAC-SHA2-256 OR HMAC-SHA2-512  

AES256-CTR WITH HMAC-SHA2-256 OR HMAC-SHA2-512  

AEAD_AES_128_GCM  

AEAD_AES_256_GCM 
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3.1.2 Transport Layer Security (TLS) 
TLS primarily provides a secure channel for data transfers between an unauthenticated web 

browser and an authenticated web site. 

Protocol 
Classification 

Legacy Future 

TLS 1.3 ✔️ ✔️ 

TLS 1.2 ✔️ ✔️ 

TLS 1.1 ✔️ ❌ 

TLS 1.0 ❌ ❌ 

SSL 3.0 ❌ ❌ 

SSL 2.0 ❌ ❌ 

 

TLS Key exchange methods Suitable for future use 

TLS_DHE_DSS_WITH_* * with an underlying encryption method below 

TLS_DHE_RSA_WITH_* * with an underlying encryption method below 

TLS_ECDHE_ECDSA_WITH_* * with an underlying encryption method below 

(also preferred method) 

TLS_ECDHE_RSA_WITH_* * with an underlying encryption method below 

TLS - Record Layer 

Camellia_128_GCM_SHA256   

AES_128_GCM_SHA256   

Camellia_256_GCM_SHA384   

AES_256_GCM_SHA384   

AES_128_CCM   

AES_128_CCM_8   

AES_256_CCM   

AES_256_CCM_8   

  

3.1.3 Internet Protocol Security (IPsec) 
IPsec provides network layer security for the TCP/IP stack, typically it is used to create 
Virtual Private Networks (VPNs). 

Diffie Hellman Key Exchange Legacy Future 

Group 1 768 bit modulus      

Group 2 1024 bit modulus  ✔️   

Group 5 1536 bit modulus With 128 bit key ✔️   

Group 14 2048  bit modulus With 128 bit key ✔️   

Group 19 256 bit elliptic curve With 128 bit key ✔️ ✔️ 

Group 20 384 bit elliptic curve With 128 bit key ✔️ ✔️ 

Group 21 521 bit elliptic curve With 256 bit key ✔️ ✔️ 

Group 24 2048 bit modulus, 256 bit prime With 256 bit key ✔️ ✔️ 
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IPsec Suitable for future use 

AH or ESP (if only authentication is required) 

HMAC-SHA2-256   

HMAC-SHA2-384   

HMAC-SHA2-512   

ESP (if confidentiality is required) 

AES-CTR* * with one of the MAC algorithms above 

CAMELLIA-

CTR* * with of one of the MAC algorithms above 

Alternatively Combined  

AES-CCM_* * with 12 or 16 bytes for the integrity check value  

CAMELLIA-

CCM_* * with 12 or 16 bytes for the integrity check value  

AES-GCM_* * with 12 or 16 bytes for the integrity check value  

3.1.4 Wireless 
The Wired Equivalent Privacy (WEP) and Wi-Fi Protected Access (WPA) protocols protect 

wireless communications from eavesdroppers being able to break the confidentiality of the 

messages sent.  

Wireless Classification 

  Legacy Future 

WPA3 ✔️ ✔️ 

WPA2 ✔️ ✔️ 

WPA ✔️ ❌ 

WEP ❌ ❌ 

 

3.1.5 Kerberos 
Kerberos authentication allows clients to authenticate to multiple services, a trusted 

authentication system grants tickets to parties that can then be used to identify each other. 

Kerberos – Suitable for future use 

aes128-cts-hmac-sha1-96  

aes256-cts-hmac-sha1-96  

camellia128-cts-cmac  

camellia256-cts-cmac 
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3.1.6 Block Ciphers 
Block ciphers operate on fixed length groups of bits. 

 

3.1.7 Stream Ciphers 
Stream ciphers encrypt each plaintext digit with random digit. 
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3.1.8 Hash Functions 
Hash functions map arbitrary sized input to a fixed length output, to support authenticating 
users without storing the actual password for example.   

 

Key Sizes 
Keys are information that determine the output of a cryptographic algorithm. An appropriately 
secure length of key must be selected in order to be resistant decryption attacks. 

 

  



  Page 6 of 9 
 

3.1.9 Key Derivation Functions (KDF) 
KDFs derive secret keys from one or more secret input values such as a passphrase. 

 

 
*Indications are that scrypt is preferable to bcrypt for this use. 
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3.1.10 Public Key Schemes 
Public key systems use pairs of keys, a public key, widely sharable and a corresponding 
private key is secret, known only to the owner. 
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REFERENCES 
European Commission D5.4 Algorithms, Key Size and Protocols Report (2018) Revision 1.0. 

GLOSSARY 
Term Definition 

Encryption 

Encryption uses a secret key (often derived with a passphrase) 
to change information into a scrambled value which unauthorised 
parties cannot access or convert back into a usable form without 
a secret key. Encryption does not necessarily protect the 
integrity (correctness) or authenticity (genuineness) of 
information rather it protects the confidentiality of the information.  

Encryption key 
 A piece of information that determines the functional output of a 
cryptographic algorithm. 

HMAC See Message Authentication Code. 

Key See Encryption key. 

Message 
Authentication Code 
(MAC) 

A short piece of information used to authenticate a message. An 
HMAC is a specific type of message authentication code 
involving a cryptographic hash function and a secret 
cryptographic key. It may be used to verify the data integrity and 
authenticate. 

Passphrase 
A sequence of words or other text. A passphrase is similar to a 
password in usage, but is typically longer for added security.  

Site-to-site VPN See Virtual Private Network (VPN). 

University Information 

University Information includes but is not limited to: 
• Any data and information created by an employee in their work 
capacity.  
• Any research or course work that may contain data and 
information that are personal and/or commercially confidential to 
Durham University.  

University IT Facilities 

All IT Facilities provided by Durham University, whether owned 
or hired by the University, or provided by other organisations as 
a result of a contract or other arrangement with the University.  
This includes IT Facilities purchased through research grants or 
other funding obtained under the auspices of the University. 

Virtual Private Network 
(VPN) 

A technology used to provide a secure connection to an 
organisation’s network and internal systems and resources, 
including over less secure communication channels such as the 
public internet.  VPNs typically encrypt all communications 
between two end points so they cannot be read or altered by 
third parties. 

 

RELATED DOCUMENTS 
 Information Security Classification and Handling Standard 

 Network Security Standard 

 Systems Acquisition, Development and Maintenance Standard 
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