
 

THE ACADEMIC OFFICE AND COLLEGES OFFICE 
Third Party Enquiries about Durham Students: Guidance for staff 

 
1. Introduction 
As a Durham University staff member you may be approached by a third party about one of 
our students.  This document is intended to provide guidance in dealing with such enquiries 
in a professional and positive manner.  Enquires may be made over the phone, in writing 
(including e-mail) and face-to-face.  

To help enquirers understand the approach adopted by the University this guidance will be 
made available on the University’s publically available web pages.  In all notes below, where 
action is, or is not taken, staff dealing with enquirers may refer to this guidance. 

 

2. Principles  
As a Durham University staff member it is our responsibility to behave in a professional and 
helpful manner in response to those third parties who contact the University. Third parties 
can include (but are not limited to): students’ family and friends, the police, GPs, local 
authorities, news media, government agencies and foreign embassies1.  Most enquirers will 
be motivated by genuine concern for the wellbeing of students.  However, we cannot 
assume that all students will have a strong and positive relationship with those who are 
making enquires about them or on their behalf.  Even if they do have a positive relationship, 
we cannot assume students would want information to be shared with others, including 
family members and close friends.  We aim to respond in a helpful way whilst not breaching 
the very clear rights our adult students have to privacy.   

 

3. Confidentiality 
The first thing to remember is that all personal information about current and former 
students is confidential, including whether the person is, or was, actually registered 
as a student. It is against the law to pass on information to third parties, even if the enquirer 
is a student's parent, they are upset or angry and the call seems urgent. No member of staff 
should disclose information to a third party except in a limited number of lawful 
circumstances, e.g. where the student has given written consent or there is a statutory 
requirement.  If you believe you are being asked for information as part of a statutory 
requirement you should always consult Governance and Executive support. 

 

4. What can you say? 
When you are speaking to the enquirer, respect for the rights of our students should always 
make you cautious about giving out personal details. The Data Protection Act is there to 
make sure that personal information is handled by the University fairly, securely and in 
accordance with individual rights.  

Don’t be obstructive, there are ways that you can help and you should always be 
professional in your responses.  

1 Durham Students’ Union and the Colleges of St Chad’s and St John’s are separate organisations but data 
sharing protocols are either being developed or have been developed with these organisations given the close 
links that exist with the University.  These organisations are not considered third parties for the purposes of 
this guidance. 
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If you are unable to give the enquirer the answer to their question explain why.  For example: 

"All information about our students is confidential and I cannot confirm if the person 
in question is, or ever was, studying with us." 
But you don't need to leave it there. Equipped with the right information you can still help. 
What you can do is reply as follows: 

• offer to pass a message on, an example of a response may be; “I can take a message 
and if the person is a student I can ask them to get in touch with you directly”. 

• If you are not confident of the exact response to give, record the enquirer’s details and 
tell them you will take advice from the relevant person/office (see paragraph 12 below).  
You can agree then that either you will contact the enquirer again or that a relevant 
person from another office will contact them.  

• if appropriate, provide the enquirer with the number of the relevant specialist student 
service, as this information is already in the public domain you can pass these contact 
details on without concern.  Alert the specialist student service that they may be 
contacted, with details. 

• if appropriate, and without confirming that the person in question is, or was, a student, 
provide the enquirer with the number of the relevant College or Academic Department. 
Alert the College/Academic Department that they may be contacted, with details. 

• provide general information about the University and its operating processes without 
providing information about an individual student. 

• record the details of the conversation so that the enquiry can be tracked and any 
student in need of help can be supported. 

 

5. Information for Students 
Students can find out more about how we handle their personal information here: 

• Statement on the Processing of Student Personal Data  

 

6. Handling Enquiries  
Typical questions and some appropriate answers. 

We've identified four different types of responses that are appropriate for most third party 
enquiries:  

• Do something 

• Sorry but no  

• Yes, happy to help 

• Pass it on  

Of course, in real-life situations it's not always obvious which type of enquiry you're getting or 
what the most appropriate response is. The person you are dealing with may be very angry 
or upset but if you stay calm and follow this guidance, you should be able to respond 
confidently and professionally. 
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7. Do something 
These are the kind of enquiries that - whatever your job is – require you to take additional 
action as they relate to a significant level of concern.  

Make a note of the enquirer's name and contact details and then refer this information and 
all the details they have given you, to the Student Support Office in the student’s College 
and/or the appropriate specialist student support service i.e. Disability Support or The 
Counselling Service.  During the initial enquiry, remain neutral and calm in your responses. 
Don't confirm any personal details but do reassure the enquirer that you are taking their 
concern seriously and will immediately pass the information to the person responsible for 
taking any action needed (but without confirming or otherwise that the subject of the enquiry 
is or is not known to us).  

Examples of this sort of enquiry: 

"I think my son is having some kind of break-down.  He says he's finished his 
dissertation but is unable to take it into the Department.  He has had a problem with 
facing people for some time.  I've tried to help him but now I can't even get him to talk 
to me. I spoke to him four days ago now and he’s told me then that he hasn't been 
eating or sleeping properly and that he hasn't left his room for more than a week. I'm 
really worried and I don't know what to do."  

Alert the Student Support Office in the student’s College and/or the Counselling Service 

"My son has not contacted us for three days now.  We're calling from overseas and he 
is supposed to call everyday to let us know how he is. His mother and I are very 
worried about him."  

Take the enquirer’s details and ask the College to check on the student’s wellbeing and ask 
them to make the student aware his/her parents have expressed concern for their wellbeing. 
It is important to remember that even if you know the student is struggling, you do not 
communicate this to the enquirer.   

 

8. Sorry, but no 

In practical terms these enquiries are relatively easy to respond to, although it may be hard 
to refuse the information the answer must always be a firm but polite 'no'.  

If the enquirer is asking for information on behalf of a student, politely offer our policy which 
is to respond to requests from students directly, explaining that you are not able to give them 
the information, unless you know the student has already provided written permission for the 
University to discuss certain issues.  In any response, be careful to not confirm the details 
provided by the enquirer.   

For example if an enquirer asked you to confirm the outcome of a student’s academic appeal 
it would not be appropriate to respond as follows: 

“I cannot confirm the outcome of X’s academic appeal meeting”.  
This would be a breach of privacy as it would be confirming that the student did submit an 
academic appeal. 

An improved response would be to give some background to the process by which students 
are informed of the outcome of academic appeals: 

“Students involved in academic appeal meetings would be entitled to …” 

The enquirer may be genuine and they may be disappointed by your response, but they are 
asking for personal information that the University is not able to provide.  
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Don't forget that you can take the enquirer's contact details and say that if the student is at 
Durham University, you will pass on a message to the student or relevant staff member. 

Examples of this sort of enquiry: 

"My daughter is taking an exam tomorrow and she can't find the information about 
where it is and what time, can you get this for me?  I was told that she would be able 
to find the information on DUO but her computer's not working and we don't have 
internet access here. 
Explain that the students need to contact their department directly, be supportive and 
provide the relevant numbers to the enquirer without confirming that the person is a student. 
‘’You're really telling me that you won't give me the information even though she'll 
miss her exam and fail simply because you won’t to do this simple thing for her.” 

Politely reiterate your first answer. 

 "I want to send a parcel to my grandson but I can't remember the house number of 
his address, please can you get it for me?"  

These enquiries may be genuine and the enquirer may be disappointed or even angered by 
your response, but they are asking for personal information that the University cannot 
provide. If they are genuine then there should be other means available to them to acquire 
the information they need.  We need to remain mindful of the fact that the University 
occasionally receives enquiries from the parents, spouses and ex partners of students from 
whom they are estranged.  It cannot be assumed that a student’s relationship with members 
of their family or friends is always a positive and supportive one.  

 
9. Yes, happy to help 

These are the most straightforward kinds of enquiries because you can answer them by 
giving general university process information without confirming any personal details about 
the student.  

You can give a positive response - by answering the query yourself, taking contact details 
and contacting them once you have an answer or asking a colleague to do so.  You can also 
provide general information about the University's services and procedures, or reassure the 
enquirer that if the student in question calls themselves you will be able to help them. 

Examples of this sort of enquiry: 

"My daughter is suffering from flu and she has an exam tomorrow.  What should I 
do?"   
Direct the enquirer to the Academic Department's procedures for this situation without 
confirming that the person in question is a student. 

"My daughter has failed her exams.  She is in a dreadful state.  What will happen to 
her?"   
A situation which really needs the student to come in and discuss her position with the 
Student Support Office within the College and with the appropriate person in her Academic 
Department (Academic Adviser, Postgraduate Programme Director etc).  Explain in general 
terms the procedures and suggest the student also considers seeking support from the 
Counselling Service if they are in distress. 

"My son has been given a notice to quit his college for non-payment of his rent.  I 
filled all the forms in September to pay this from my bank account.  It's a disgrace that 
this has happened.  Has the University lost my bank details?"  
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The Colleges and Finance Department handle these payments.  Give the enquirer the 
necessary numbers and offer to transfer their call, explaining that these departments can 
give generic information about the payment process.   

"My daughter is devastated because her mother and I have split up. What help is 
available to her?"   
The Counselling Service would be the first choice of service for any distressed student.  The 
Student Support Office within College will provide support and advice, for example regarding 
the Serious Adverse Circumstances Procedures.   

10. Pass it on  
Answering these kinds of enquiries doesn't involve divulging any personal information but 
will require you to pass the enquiry on to the most appropriate staff member. Although they 
may not fall within your area of expertise, it is important to provide a professional and 
seamless response for the enquirer.   

"I have found a wallet with a student card and other stuff inside.  How do I get it back 
to the student?" 
"I'm writing a project looking at the exam performance of students at different 
universities in the north east.  Can you give me some statistical data on your 
students’ results? 
“I’m calling as I need a copy of the student’s file to aid a police investigation” 
For example, lost property needs to be taken to the nearest building reception and passed to 
them.  Requests for statistical data should be passed to the Information and Data Protection 
Manager as a potential Freedom of Information Act request. Police requests for student 
information should be channelled to the Deputy Academic Registrar. 

11. Persistent and/or Abusive Enquirers   

The vast majority of enquirers are motivated by genuine concern for the wellbeing of 
students.  However, experience has shown that some third party enquirers have become 
abusive and threatening when contacting the University.  The University’s Code of Practice 
on Student Behaviour in Appeals and Complaints reminds us that the University has zero 
tolerance towards those whose behaviour is unacceptable and we will take action to protect 
our staff.  This principle should also be applied when dealing with enquiries from third parties 
if their behaviour is unacceptable. 

The University's definition of "unacceptable behaviour" as set out in the Code of Practice on 
Student Behaviour in Appeals and Complaints includes cases in which there is clear 
evidence that the enquirer has behaved in the following inappropriate 
way(s): communicating with the University in an abusive, offensive, defamatory, distressing, 
aggressive, threatening, coercive or intimidating manner and/or engaging in communication 
which is unreasonably persistent or demanding in terms of its frequency or volume. 

If an enquirer behaves unacceptably during a telephone conversation, you may as a last 
resort terminate the call and the University may restrict future contact to email or written 
correspondence. Where the behaviour is so extreme that it threatens the immediate safety 
and welfare of the University's staff, you should inform your line manager who will inform 
University security.  The University will then consider other options, for example reporting the 
matter to the Police or taking legal action.  In such cases, we may not give the enquirer prior 
warning of that action. 
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12. Sources of Advice and Guidance 
Advice and guidance in terms of responding to third party enquirers can be sought from the 
following people/offices: 

 

The Colleges Office (Deputy Head of Student Experience and the Assistant Head of 
Colleges [Student Experience]) 

The Deputy Academic Registrar 

The Assistant Registrar (Appeals and Complaints) 

The Governance and Support Executive 

Legal Support 

 

Authors Sam Dale, Deputy Academic Registrar and 
Sally Ingram, Director of the Counselling 
Service in consultation with the Colleges 
Office: Adrian Darnell, Deputy Head (Student 
Experience) and Mandy Marlow Assistant 
Head of Colleges (Student Experience). 

Consultation Academic Office Section Heads 

Date 13th January 2014 

Version 4.0 
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