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Using PuTTY to login securely to 
a LINUX computer from a PC 

 
Introduction 
If you are logging into a Linux or Unix computer 
from a Windows PC we recommend that you 
use the secure shell (SSH) communication 
protocol. SSH offers increased security: all the 
data (including your password) that is 
transmitted is encrypted. It may also be faster 
since large amounts of data can be compressed 
for transit, and it offers the possibility of X11-
windows forwarding should you require it. 

Putty is a client which runs on a PC under 
Microsoft Windows and allows you to access 
Linux machines remotely using the SSH 
protocol. Putty only gives you command line 
access, if you need to run graphical programs 
see the other methods listed in Infosheet 42. 
Putty with the SSH protocol is available in the 
Durham Network folder. You are strongly 
advised to use PuTTY when connecting from a 
Windows computer to a Linux computer across 
the Durham University firewall. 

Using PuTTY 
Putty is freely available and can be downloaded 
from  

http://www.chiark.greenend.org.uk/~sgtatham/p
utty/download.html

or alternatively, type putty into Google. Save it 
somewhere obvious like the desktop and then 
double click the symbol to run it. 

PuTTY is also available from the Durham 
Network folder on ITS NPCS computers. To 
connect to an ITS Linux machine (e.g. vega) 
with PuTTY from a Networked PC: 

1 Select Start | Durham Network | PuTTY. 

2 Double click on the host (e.g. vega or 
altair) in the ‘saved sessions’ section. 

3 Type your username and password when 
prompted. 

4 If you get a Security Alert “the server’s 
host key is not cached in the registry” then  

 

click Yes and this server’s key will be saved 
and you won’t be asked again unless 
something has changed with the server. 

To use PuTTY to connect to another host: 
1 Select Start | Durham Network | PuTTY 

2 Type the name of the host into the Host 
Name line. You may need to type the full 
address, e.g. irwell.mimas.ac.uk 

Users are reminded to change passwords 
regularly. 

Problems logging on 
If you are having problems logging on to a 
server with a username and password that you 
know are correct, make sure you have SSH 
version 2 selected in putty. Many servers won’t 
allow SSH version 1 clients. Make sure SSH is 
selected in the session options and that 
Preferred SSH protocol version is set to 2 in 
the Connection | SSH settings. 

Resizing the PuTTY window 
You can resize a PuTTY window or make it 
occupy the full screen in the usual way. 

Scrolling back and forwards 
You can scroll back to text that has gone off the 
top of the screen using the mouse on the scroll 
bar at the right hand side. Alternatively, use the 
shift page up or shift page down key 
combinations. 

Cutting and pasting 
You can use the left mouse button to select text 
in a PuTTY window. Use the right button to 
paste it back somewhere else. Double-clicking 
the left mouse button over a word selects it. 
When you select data it is automatically put into 
the Microsoft Windows clip-board and can 
hence be pasted into any MS Windows 
application with Ctrl-V. Likewise any data put 

http://www.dur.ac.uk/resources/its/info/infosheets/42AccessUnix.pdf
http://www.chiark.greenend.org.uk/%7Esgtatham/putty/download.html
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into the MS Windows clipboard from an 
application can be pasted into the PuTTY 
window with a click of the right mouse button. 

The Menu bar 
If you right-click the mouse over the blue bar at 
the top of the PuTTY window you can see the 
system menu. This has a number of options 
such as starting a new or duplicate session and 
changing the current settings.  

Saving sessions 
If you are using your own personal computer 
you can save a PuTTY configuration for future 
re-use. Select all the appropriate options and 
then type a suitable name into the Saved 
Sessions line and click Save. To re-use it click 
Load the next time you start PuTTY. 

Compressing data 
If you are accessing the Unix computer via a 
modem you may find it works faster if you 
compress the data being sent. In the 
Connection | SSH category of the Putty 
configuration select Enable compression. 

Backspace key 
If you find that the backspace key doesn’t work 
properly, check the setting on the Unix host with 
the stty command. If the erase character is set 
to ^h then make sure that this option is selected 
in the Terminal | Keyboard section of the 
PuTTY dialogue. 

Getting help 
Putty has a very good manual which can be 
found at: 
http://www.chiark.greenend.org.uk/~sgtatham/P
uTTY/docs.html 

The PuTTY home page is at: 
http://www.chiark.greenend.org.uk/~sgtatham/P
uTTY/

For more information on secure connections 
see: 
InfoSheet 146: Using secure connections 
between UNIX or Linux computers

http://www.chiark.greenend.org.uk/%7Esgtatham/putty/docs.html
http://www.chiark.greenend.org.uk/%7Esgtatham/putty/docs.html
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